Wireless LAN Security

> Setup & Optimizing Wireless Client in Linux
> Hacking and Cracking Wireless LAN

> Setup Host Based AP ( hostap ) in Linux &
freeBSD

> Securing & Managing Wireless LAN :
Implementing 802.1x EAP-TLS EAP-PEAP-
MSCHAPvV2 , FreeRADIUS + dialupadmin +
MySQL with Windows XP SP1 & Linux Client
( DEMO © )

> Make Deep Security with WPA2
Wifi Protected Access = 802.1x + ( TKIP or

D N\



Hacking and Cracking Wireless
LAN

9)Y
Josua M Sinambela
Email : josh at gadjahmada edu

jogja-wireless@yahoogroups.com



Hardware Requirement

® Card Wireless ( USB/PCI/PCMCIA )

Recommended :

PCMCIA with Prism2 Firmware or Orinoco
Compatible

USB with Prism Firmware or Orinoco Compatible

® PC/Notebook/Laptop with Linux/BSD
OS

Recommended :
Notebook/Laptop with PCMCIA slot

® Optional Antenna for more gain



Tools/Software

® Kismet : War-driving with passive mode
scanning and sniffing 802.11a/b/g, site
survey tools

® Airsnort : Sniffing and Cracking WEP

® Ethereal : Sniffing and Analyze dump
packet

® Airfart : Wireless Scanning and monitoring
® Airjack : MITM Attack and DoS tools

® FakeAP : Fake AP tools

® WEPCrack : Cracking WEP



Kismet

® Needs driver which are capable of reporting
packets in rfmon like :

ACX100, ADMTek, Atheros, Cisco, Prism2, Orinoco, WSP100, Drone,
pcapfile, wrt54g

Intel Centrino, Broadcom, Airport Extreme, Atmel,
Realtek, Hermesl|

® Source Code Download from :
www.kismetwireless.com

® For RPM-man :
nttp://rpm.pbone.net or Ask Uncle Google ©
® How to Install Kismet from source ?

README !!! [t requires many Libraries &
Jtilities.



http://www.kismetwireless.com/
http://rpm.pbone.net/

Compiling and Installing

® tar —zxvf kismet-2004-04-R1.tar.gz
® cd kismet-2004-04-R1

® /configure

® make (linux) or gmake (BSD)

® make install (linux) or gmake install
(BSD)

® cd /usr/local/etc/
® v| kismet.conf



kismet.conf

® suiduser=josh
Source Driver.. ( Iin linux )
® #source=orinoco,ethl,orinocosource

® #source=wlanng avs,wlan0,newprism2so
urce

® #source=hostap,wlan0,hostap
Source Driver.. ( prism2 in BSD )
® #source=radiotap fbsd b,wi0,prismbsd

® piddir=/home/josh



How to Run kismet daemon

® Run kismet as superuser/root
® Run from shell/terminal console

® Run only in suiduser home directory (
see kismet.conf ) or in the directory
that can be written by suiduser like
/tmp

® cd /home/josh
® kismet



- root@lognightte.ugm.ac.id: fnrome/fjosh - Shell - Konsole (= OO0
session Edit View Bookmarks 5ettings Help
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Press “h” for help

rooticnlognightte.ugm.ac.id: fimp - Shell Mo, 2 - Konsale

Session Edit View Bookmarks Settings Help

LIl QUICK REFERENCE

]l
]I
]l
]l
]l
]l
LI
]l
LI
]l
]I
]l
]I
]l
]I
]l
]l
]l

[lBattery:

Key
e
z

m
t
g

C

L
H
+/ -
~L
FOPUR
h
n
1
5

Action

List Kismet servers

Toggle fullscreen zoom of network view
Toggle muting of sound and speech

Tag (or untag) selected network

Group tagged networks

Ungroup current group

Show clients 1n current network

Lock channel hopping to the current network channel
Return to normal channel hopping
Expand/collapse groups

Force a screen redraw.

WINDOWS
Help (What you're Llooking at now)
Mame current network
Detailed information about selected network
Sort network list

unavaillablel 1] T T T T T T [




Kismet In Action
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B e i s L Lucent N 002 325615 A3 T e 110M 57 Pckets=
+ <Data Networks> G Unknown N 011 256224 & O ) 363HM O 936542
I e PSRRI A Proxim N 003 156121 A4 ] O 1o e = M 56 Cryptd
! <N _maionn ™. = A Lucent N 005 254394 A3 ¥ 2T 8 2.0 1M 51 2564
Pr.r A Lucent ¥ 002 361937 1 O 22N o WMeak
' Any A Lucent N 003 144330 A2 L] 1 P N B 21M 49 11298
<no s3id=- A Lucent M ——— 5868545 o.0...0 6dM ] Noi=se
ELEETRO A Lucent ¥ ot 23009z T Q. 2 . 250, 2.5% LS 47 147525
+ ' Proke MNetworks =z Unknown N ——- 281 o.0.0.0 OB 47 Discrd
<no S3id> A Lucent N ——— ZZ2535 o.0.0.0 11 o FIZ0793
<no ssid- L Lucent M —— 45221 o.0 .0 4M o Pkta/s
e o e A Zenao N o092 54655 T: I I 4M o 119
ns aPZ A Proxim N o001 116725 T3 L [ N =[SO (L | TH o
B e A Lucent T oo0z  4z27vs [ TH 44
R o O et A Unknown N 002 25625 L4 | e N - R G e ) 290k o
I <BT31.- A Lucent N o033 90221 T4 L P T oM 4z
<no ssid> A Proxim N —— iels T4 192, 68 . ..6 394k o
lantai 3 A Lucent N O0s 1051 T3 g o e RN - [ tatad o
L WTRTIT A Lucent N 003 31568 & @ 3M 4z
oS H Unknown N 013 253 o.0 g 2 1k o
<no ssid> A Cizco N o11 17202 T3 it 5 /e.0 27k o orinoc
b A Lucent N 006 73io A4 i i T ik ] Chi =
TikF . H Unknown N 013 3 0. 21 Il 7ab o
-0 s2idx 4 Lucent N — a9z o.o.0.0 6l2k ] Elap=d
23% [+4) Down— L18:28:55-
—3tatus
Found new prokbed network "Po.1" bhs=id Oor-0z2:"™ __...."FR
hzsociated probe network JdO:02:2T- " ;4" 168" with "ON:0Z2:%7 , 18 D3:7a" wia data.
Azzociated probe network "Oo.oud:id4S:2E: ¢ (L™ wir™ LA T 2D 4T 146" wia data.
Found new probed network "PE . hssid M- | o2 =<1




£ root@WLANTEST.te.elektro: /tmp

Kismet In Action
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Found new network

T uone .C™

bhasid 02:_ ... F:™" 68 WEP W Ch 1 @ 11.00 mbhit

Narme T Manuf W Ch Packts Flags IP Range Si=ze 3gn Ntwrks
Tnknown J 001 921
o udalia.. 3= LA Tnknown N 003 6e250 & a.a.o.™ SM O Fckets
o A Lucent M 006 1358 A4 P e o 5 gt liak ] 150509
1] a= H Unknown N 013 314 N 2k O Cryptd
Ir a3t H Unknown N 001 10 o.a.0.0 OE o SS80262
T | e H Unknown N 001 34 a.0.0.0 S36b ] Meak
Ir. o.F . E H Unknown N 001 =] o.a0.0.0 TEE o 2302
Jev ol S H Unknown N 001 1 a.0.0.0 OB O Noi=se
.r . H Unknown N 001 = o.0.0.0 TEE o 27788689
- ad as A Tnknown N 013 7 o.0.0.0 OE ] Discrd
LAeower H Unknown N 00& 7 o.0.0.0 TEE o 619432
5 o g L H Unknown N 006 7 o.0.0.0 OE ] FPkta/s=
I = ers H Unknown N 001 35 o.a.0.0 Z04E o =
1T _uetc H Unknown N 001 10 o.a.0.0 152E ]
PETTTEY JT=Y I H Unknown N 001 =] o.a.0.0 152E o
Ty anphs H Unknown N 006 1 a.o0.0 J OB ]
CoLa A D-Link M 00s 133 T4 192 163 1.7 I6k o
erT T LK A Linksvys N 003 16 o g.0.0 OE ]
o o1dx H UTnknown N ——— 3 J.O.0.C 0OE ]
sl A Lucent ¥ o044 5629 20, o 15 D o JE) 390k ]
] el o A Qrinoco N 005 35 o.a.0.0 Z741E ]
Jar .1it 4 Lucent T 004 141 [ Sk ] orinoc
Ay A Tnknown N 006 & Ahg 197 eSS, .17 OE ] Ch: 3
<no ssi’ 4 Senao N 003 26 T4 T L R 156E ]
int et 4 Jenao N Q005 45 T1 R | ik O Elap=sd
97% (+) Down— L41:00:02-
—3tatus
Found new proked network "FJ.A7 © bhassid 007 .owvidY" "_ .wno
b=zzociated probe network " Ja0-0" "7 S L EB" with fO 7T 7T T o _ 4 owria data.
Azzociated prokbe network -uJ0:sC-""-"7-77 51" with "OO:0Z2-"" 7 77 46" wria data.




Kismet In Action

_f' root@WLANTEST.te.elektro: /tmip

Info a

—MNetwork List— [(Signal)

Name T Manuf M Ch Packts Flags IF Range Dize Sgn|{_Ntwrks

H—Data Strings Dup

All

HTTF/1.1 302 Found

Pragmws: no-cache

Cache-Control: no-cache

Expires: Wed, 11 iug 2004 01:25:12 GMT

Set-Cookie: badsc=BEUATRK]UyESVANZbOoGdulsOH TzATZ Wsalgld ARVCGHECID PAAWEEyIiGIiFO65-—4-—udV¥uTrw
Location: http://ads.web.aol.com/content,/EB0/0/H7pTLZLuf0 kwixmljSWlsnsSaSFRRNkeS ShgLzKBasOs
F3FP: CP="CUER TAI P34 TUNMNI COM MNAYV 5TAL NOI OUR™

Date: Wed, 11 bfug 2004 01:25:12 GMT

Content-Length: O

HTTEF/1.1 304 Mot Modified

Date: Wed, 11 fug 2004 01:33:10 GMT

Server: Apaches1.3.31 (Unix) PHP/4.3.6 mod perl/1.27
Connection: Keep-aAlive

Eeep—-Alive: timecut=15, max=99

ETag: "13400Z-Z16c-3f£343a70"

1 il L kog-kRz202.152.232.170 JOIN :#vogyvakarta

HTTFS1.1 2304 Not Modified

Date: Wed, 11 Aug 2004 01:3353:11 GHT

Server: Apache/1.3.31 (Unix) PHP/4.3.6 mod perl/1.27
Connection: KEeep-Lliwve

Eeep-Alive: timecut=15, max=93

ETag: "314047-34f-3f055d440'"

+0K ¥1 NT-POP3 Server mai! .cor Zize. om (IMail S.05 253751-4)
a~ . Bex

ac 7 A

+0E send your password

+0K POP3 Zerver saving Good-EBEye

~*HEARTEELT

bhrawvojmn




Kismet In Action

£ root@WLANTEST.teelektro: /tmp ‘—%

—HNetwork List— (Signal) Info
MName T Manuf W Ch Packts Flags IPF Bange 3ize 3gn [_Ntwrks

H—Data Strings Dumnp All

Aocept-Encoding: deflate, gzip, X-gzip, identity, *:q=0

Feferer: http://vww.kedaulatan-rakyat.com

+| Wia: 1.1 proxy.sicmipa.ugm.ac.id:3128 (sguidi/Z.5.3TAEBLES)

X-Forwarded-For: unknown

Cache-Contraol: max-age=z253z00

Connection: keep-alive
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WHOIS Ci 07

WHOIS Ci 07

HTTP/1.0 304 Not Modified

Date: Thu, 292 Jul zZ004 00:05:15 GHMT

Content-Type: image/jpedg

Lazt-Modified: Wed, 05 May 2004 O07:06:52 GHT

Aoe: 1142080

X-Cache: HIT from cac*» g’ -.' .uaet.id

E-Cache-Lookup: HIT fromw naAarh=s -7 _.1r .net  L:3128

Connection: keep-alive

runFhit 'unffydh00045a7d93e7.ne.clients . acthi.com PART #teenparty :Adchecking. ..

SV iuh

11EY=

Se&exF

—| g+9*FrESx

—| .*/ER:

hIM({id

+0K X1 NT-POP3 3erver mail.decorize.com [(IMail 5.05 254553-2)
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AirSnort
® Works only with Cards :

Cisco, Prism2, Orinoco

® Source Code Downloaded from :
nttp://airsnort.shmoo.com

-or RPM-man :
nttp://rpm.pbone.net or Ask uncle Google ©

® How to Install AirSnort from source ?

README !l It requires many Libraries &
Utilities.



http://airsnort.shmoo.com/
http://rpm.pbone.net/

Compiling and Installing

® tar —zxvf airsnort-0.2.5.tar.gz
® cd airsnort-0.2.5

® /configure

® make

® make install



How to Run Airsnort

® Airsnort works in XWindows mode
® Open Terminal program

® sy to Superuser/root ( only root can
change wireless adapter mode )

® Run with type airsnort &



Airsnort Interface

Airsnort

File Edit 5Settings Help

(% scan Metwork device |w|anﬂ - | Refresh | 40 bit crack breadth: |2 |:|

{ | channel |7 Drivert}rpe |H|:|5t_,E._F'I|'Dri|-||:||:|:| 'T| 128 bit crack breadth: |1

BESSID Mame WEP | Last Seen Last IV Chan | Packets | Encrypted |Interesting | PW: Hex

00:830:48:26:7A:1A compex Tue Oct 5 053:41:48 2004 00:00:00 13 32 4] 4]




AirSnort In Action

Airsnort
File Edit 5Seftings Help

(® scan Nehlmrkdevice|w|anﬂ w | Refresh 40 bit crack breadth: lz :
("I channel [9 [:l Drivertype ‘Hl:nstAF'.n'Drin-:ucl:u - 128 bitcrackbreadth:ll =

B55ID Narme WEP | Last Seen Last IV Packets Encrypted |Interesting : Py

00:02:20:90:25FC  lantai_3 Tue Aug 3 10:14:48 2004 00:00:00 6336 0
00:00:00:00:00:00 Tue Aug 3 09:10:08 2004  00:00:00 64285 64254
00:04:75:02:28:E0 3Com Tue Aug 3 09:02:16 2004 00:00:00 & 1801
00:90:CC:0EAS5:6]1  lantai_2 Tue Aug 3 12:02:58 2004  00:00:00 7 2748
00:02:20:1C.59:28 Tue Aug 3 12:02:58 2004 75:64:0B 1480

Mon Aug 2 21:36:00 2004 2EA3:29 5295
Tue Aug 3 09:10:06 2004

Tue Aug 3 09:09:02 2004 C5:14:5F
Tue Aug 3 12:02:59 2004 FE:BC:CF
0.50.C Tue Aug 3 12:02:59 2004 77:28:06
L -' e S R Tue Aug 3 09:10:04 2004 00:00:00
00:02:20:90:23:39 ELEKTRO Tue Aug 3 09:10:07 2004 C2:48:58
00:80:48:26:82:88 Tue Aug 3 12:02:54 2004 AA:AA:03
ENR DR R SR P RN RS T Tue Aug 3 09:10:07 2004 AA:AA:03
S B IR Tue Aug 3 09:10:05 2004 3E0A:08
@gmmmmmm Tue Aug 3 09:10:06 2004  ALAAD3
G50 Fa 5 B S B Tue Aug 3 09:10:08 2004  00:00:00
00:02:2D:18:D8:46 Tue Aug 3 09:00:22 2004 28:D1:33

QDWW Tue Aug 3 05:10:02 2004  00:00:00
00:02:6F:30:84:CC Tue Aug 3 05:05:45 2004  00:00:00

Start Stop |

W O OO Ral O O O O O O
=}

o O O o o o o O o O

Kl




Ethereal

® Get the source
http://www.ethereal.com
® Or Install from Installation CD

| use Mandrake 10.0 Official. It Is
availlable

® Run Ethereal in XWindows


http://www.ethereal.com/

Eile

Edit Wiew Go

Ethereal in Action

Kismet-Aug-03-2004-19 dump - Ethereal

Capture Analyze

Statistics Help

BB x ® 8 R e 0F 2 Q@ iEDEEXE

No. .

Time

b1173 b82.434523
61174 B82,435664
61175 682,438852

682, 442504

61177 682,443959
61178 682,445479
61179 632,.446582
61180 632.454372
61181 682,457622
61182 632,460141

1

A0F CO3 ACRCAD

Source

202.133.835.90
Cisco_7l:icb:4l

202,1335,.83.90

202,133.81.17
202,133.81.17
202,133.81.17

D> AZE o1 A7

Destination

203.42.97.15
Agere_01:05:b9
Conpex_2b:bd:bd
203,42,.97,15
Conpex_2bz:bd:bd

192.168.42.2 (RA» Acknowledgenent
192.168.42.2 {ER} Acknowledgenent

Conpex_22:28:3b
Conpex_22:28:3b
Conpex_22:28:3b
[

e D e T

rotocol |Info

TCP 57575 > http [ACK] Seq=0 Ack=101/216 Hin=17520 Len=0
IEEE 8 Data
{RAY Acknowledgenent
57575 > http [ACK]1 Seq=0 Ack=1017216 Hin=17520 Len=0
{RA} Acknowledgenent

Fragmnented IEEE 802.11 frane
Data
Data

Mas -

[ Frame

- TEEE 802.11
TypesSubtype: Data (32}
Framne Control: 0x0908 {(Hormall}

>

Duration: 258

61176 (72 bytes on wire, 72 bytes captured}

BSS Id: 00:80:48:2b:66:7c {(Conpex_2bi66:7c)

Qo:02:2d:02:10:F7 (192.168.44.7>
Destination address: 0:02:a5:0f :5b: 75 {CompaqCo_0F :5b:75>
Fragmnent number: 0

Source address:

Sequence nunber: 3296
[ Logical-Link Control

[ Internet Protocol, Src Addr: SOKESINNS. 90 (202 233908500 ), Dst Addr: 203,42 925 (203,42 Rk )

[* Transmnission Control Protocol, Src Port: 57575 (67575}, Ost Port: http (80}, Seq: 0, Ack: 1017216, Len:z 0

JLLLLL]
010
020
030
040

0g 09 02 01 00
00 02 abh Of bb
45 00 00 28 89
cbh 2a 61 OFf el
0 10 44 70 64

80 48 2b 66
5 00
c3 40
el 00
f3 00

7c

00 02 2d 02 10 f7
03 00 00 00 08 00
27 f3 ca B85 53 ba
38 dd a/ B3 1c 75

P.Opd.,..

- #gpressmnm| Yy Clear| o &pplyHF”E: KismetAug [F- 170807 D: 17080




AirFart

® Used for Scanning and Wireless
Monitoring

® Only supports prism2 cards with
wlan-ng driver.

® Get source from :
http://sourceforge.net/projects/airfart


http://sourceforge.net/projects/airfart

AirFart Interfaces

5 Airfart
File  Activation Time  Show Columns  Help

Samsung Electro-Mechanic 65% 1411

Ethernet Address
00:02:78:20:24:97
00:04:75:62 3Com
00:90:cc:0e:ah:6l  lantai_2
00:0c:f1:1p:25:40  (none)

_'l I-_. am I-_. [u]} FFI [u] ratl an
unknown
unknown

none) unknown




FakeAP

® FakeAP generates 802.11b beacon
with random ESSID, BSSID (MAC) and

channel.

® \Works only with PRISM2/2.5/3 Card
with hostap driver ( Master Mode )

® Needs hostap-utils for activate WEP

® Get from
http://www.blackalchemy.to/project/fakeap,


http://www.blackalchemy.to/project/fakeap/

Install FakeAP

® [root@lognight local]# tar -zxvf fakeap031l.tar.gz
fakeap-0.3.1/
fakeap-0.3.1/fakeap.pl
fakeap-0.3.1/CREDITS
fakeap-0.3.1/COPYING
fakeap-0.3.1/README
fakeap-0.3.1/INSTALL
fakeap-0.3.1/lists/
fakeap-0.3.1/lists/stefan-maclist.txt
fakeap-0.3.1/lists/stefan-wordlist.txt
fakeap-0.3.1/lists/koaps-fo-wo

® [root@lognight local]# cd fakeap-0.3.1/

® [root@lognight fakeap-0.3.1]# vi fakeap.pl



Edit fake.pl

® my $MAX CHANNEL = 14;

®* my $IWCONFIG = "/sbin/iwconfig";

® my $IFCONFIG = "/sbin/ifconfig";

® my $CRYPTCONF = "/usr/src/hostap-utils-0.2.4/hostap_crypt conf";
RUN fake.pl

[root@lognight fakeap-0.3.1]# perl fakeap.pl
fakeap 0.3.1 - Wardrivring countermeasures
Copyright (c) 2002 Black Alchemy Enterprises. All rights reserved

Usage: fakeap.pl --interface wlanX [--channel X] [--mac XX:XX...]
[--essid NAME] [--words FILENAME] [--sleep N] [--vendors FILENAME]
[--wep N] [--key KEY] [--power N]

--channel X  Use static channel X

--essid NAME Use static ESSID NAME

--mac XX:XX... Use static MAC address XX:...

--words FILE Use FILE to create ESSIDs

--sleep N Sleep N Ssec between changes, default 0.25
--vendor FILE Use FILE to define vendor MAC prefixes

--wep N Use WEP with probability N where 0 < N <=1
--key KEY Use KEY as the WEP key. Passed raw to iwconfig
--power N Vary Tx power between 1 and N. In milliwatts



FakeAP in Action

g root@lognightte.ugm.ac.id: fhome/fjoshifakeap-0.3.1 - 5hell - Konsole = [O1X]

Session Edit View Bookmarks Settings Help

[root@lognight fakeap-0.3.11# perl fakeap.pl --interface wlan® --vendors lists/stefan-maclist. txt --sleep 2 [§
--wep 0.5 --words lists/stefan-wordlist. txt

fakeap 0.3.1 - Wardrivring countermeasures
Copyright (c) 2002 Black Alchemy Enterprises. AlL rights reserved

Using interface wlan0:

Sleeping 2 sec

Generating ESSIDs from lists/stefan-wordlist. txt
Using WEP with probability 0.5

Using 53068 words for ESSID generation

Using 20 vendors for MAC generation

!3: ESSID=owner chan=09 Pwr=Def WEP=Y MAC=00:04:E2:ED:5F:E4




Impact of FakeAP for airfart

Airfz

Ethernet Address S5I1D Manufacturer ‘Strength |Strength Bar Packet Count Active

00:02:78:e0:24:97 test Samsung Electro-Mechanic 69% 2140

00:04:75.62:253:e0 3Com 3 Com Corporation 43% 5141

00:90:cc:0e:ab:6l  lantai_2 unknown 22% 923

00:0c:f1:1b:25:40 {none) unknown 22% 14

00:0c:f1:3f:7c:f9 {none) unknown 18% 1

00:80:0fba:db:6e  urukhai unknown 54% 40

00:04:e2:fa:c6:2c  suxin unknown 53% 86

00:80:c6:f7:bd:Th  coutinho unknown T8% 144

00:08:c7:c2:2c:f6 slide unknown T8% 78

00:a0:f8:c3:68:22 quintina unknown 79% 129

00:40:ae:b4:91:4b  sritdsc unknown 7% 98

00:80:c8:f:08:ba adrion unknown 59% 74

00:02:2d:8b:39:7f  basis Dell Computer Corp. 60% 61

00:04:76:ad:c3:T7e  dftvrnl 3 Com Corporation 65% 34

00:90:96:c9:2c:7Tb  dftvrnl ASKEY COMPUTER CORP.  61%

00:02:2d:ba:aa:24  ehrlichman Dell Computer Carp. 85%

00:08:c7:05:66:1c  hazlett unknown 57%

00:40:33:08:77:23  liking ADDTRON TECHNOLOGY C( 59%

00:04:76:40:95:2f  sharc 3 Com Corporation 4%
enrichetta unknown 85%
Victar|ara ADDTRON TECHNOLOGY C{ 57%

00:04:76:19:05:99  nrl-radar 3 Com Corporation

00:02:2d:35:57:.23  gina Dell Camputer Carp.

00:02:a5:bb:9c:as  nealon unknown

00:02:b3:09:b7:01 bethesda unknown 71%

00:01:fa:8c. 313 harcourt unknown 85%

00:02:2d:8d:48b7  celrey Dell Camputer Carp. GE%

00:40:33:19:28:fa  heshbon ADDTRON TECHNOLOGY Cf 56%

00:40:33:5d:3e:2b  demo2090 ADDTRON TECHMOLOGY C( 55%

00:02:a5:bb:bd:bT mecn&7 unknown 53%

00:80:c8:62:32:60 seething unknown T7%

00:05:86:4c:91:8f leonore Lucent Technologies T4%

00:01:fa:25:45:18 rayshell unknown 60%

00:40:96:15:d1:1d  isles Ciron (Cisca) 54%
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[ %]
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JICCECECEOEEEEEEEEEEEEES
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_Impact of FakeAP for Kismet

rooti@lognight.te ugm.ac.id: fmp - Shell - Konsaole kS

Session Edit View Bookmarks Settings Help

Eletwork ListOl(signal)OIDOOOOOOOOOOOOOOOOOOOOCODOOOOOOOMONOOOODOOOOOOOOOOOOOnCIn feOOOER
C ETHE T W Ch Packts Flags IP Range S5ize 0 Ntwrks [
] verene A Y 008 { { )= [1[ 68 [
C Sootiyo AN 0OF 1 68.0.0.0 OB Ol Pckets [
C northwestern A Y D06 1 0.0.0.0 o]z} [t 5190 O
C pc2591 A N 005 1 0.0.0.0 OB Ol cryptd O
C vmssucks A N 0O5 2 0.0.0.0 o]z} [t 0 [
C I dominick A Y 0O2 1 0.0.0.0 OB O weak O
C I sehyo A Y 001 1 68.0.0.0 OB Ot a [
C ripe A Y 006 1 8.0.0.0 o]} 0 Noise [J
C baldor AY D10 2 0.0.0.0 0B [t o [
C contentions AN DB3 1 0.0.0.0 o]z} [f piscrd [
C norah A Y 001 1 0.0.0.0 OB ] 10
C dragonlady AN OLL 2 68.0.0.0 OB Ol Pktsss O
C hirah A Y 0D8 1 0.0.0.0 OB [t 22 O
C dolly AN DO5 1 0.0.0.0 0B [t (|
C ashlen AN DDB 1 0.0.0.0 OB [t (|
C pister A Y D05 1 0.0.0.0 OB [t (|
C Haidea A Y 010 2 0.0.0.0 oB Ot O
C demol791 AY 0OOD9 1 0.0.0.0 OB [t (|
C goats AN DOD4 2 0.0.0.0 0B [t (|
C . Fiftysix AY 004 1 0.0.0.0 OB [t (|
C I haft A Y 011 1 0.0.0.0 OB [t (|
C itsajoke A N DO7 1 0.0.0.0 (0]=] Ot I
C I dongmoon A Y 009 1 0.0.0.0 0B [t [T}
C assessment A Y 007 1 0.0.0.0 0B ] O
C lintel A Y 0DB 1 0.0.0.0 OB [t (|
C myrtlbch A Y 006 2 8.0.0.0 o]z} Ll newpri O
C satyrs A Y 008 1 68.0.0.0 OB O ch: 40O
C villa A Y 011 1 8.0.0.0 o]} 1OO000O0000000C Ol 2000 M
C brl-sec AN 0D4 2 0.0.0.0 0B [l Elapsd O

OO0OO0O0O0O0000O000O0000000000000000000000000000000000000000000000T41%  (+) bown[Dee: oo: 381]
OlstatusOO0O0O0O00O0O0O0O00O00O0O0000O0000O0000O00O0000O0000000000000000O000000000000000000000000000000044d

C Found new probed network "<=no ssid=" bssid 00:0C:F1:1B:25:40 O
[ Associated probe network "00:0C:Fl1:1B:25:40" with "08:04:75:62:2A:E0" via probe response. O
L  Found new network "keeping” bssid 00:04:5A:7E:71:73 WEP N Ch 7 @ 11.00 mbit O

C Found new network "strom" bssid @8:80:C8:7C:D7:C3 WEP N Ch 7 @ 11.600 mbit (|
Oeattery: wnavailableOOOIOOOOOOCOOOOCOOOCOOOOOOOOOODOOOOOOOOOOOOOOOOOOOOCOOOOOOOoOOOooOodOo QO

S| ] shen



Impact of FakeAP for

4 Network Stumbler - [20041007022202]
@ File Edit Wiew Device MWindow Help

Notctiimhlar

EE)X

e e
00~ O3 U g LD R —

==
=

k=3
=
[Au]

=

=
—
=
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- 55IDs
+-=tk 3Com
+-tk ackertabbody
+-tk anticipate
+-tk bac
+-=tk bren
+ -tk brl-zip3
+-t= capp
+-tk czal
+ -tk emptys
+- emnulating
+ -k emymanthos
+-=tk exhartation
+ -tk firstipe
+-=tk jemie
+-tk keefer
+-=tk klement

E
W

o
b
]
[l

=

W

MAC s51D Marme | Char | Speed | Wendor | Type | Enc... | -
(&) 00022DAEBT3E rnerrili G 11 Mbps Prosim [&... AP WEP
(@) 0030CABE980F firstripe a 11 Mbps D-Link, AP WEF
{0 0001 FAFE0S44, Libuzza A 11 Mbps AP WEF
{3 0004251 0DEA brl-zip3 10 11 Mbps Atrnel AP
{3 00047640 75E 1 tech 1 11 Mbps ACom AP
@ O0045A92EEQD emulating a 11 Mbps Linkzays AP WEP
"::' Q00476424F 1D ¥laoping 11 11 Mbpz ACom AP
{3 DOD4E2F9FFET girnilitude: 1 11 Mbps SMC AP
{:} 03004eABBECO rothers 11 11 Mbps Sany AP
() 009096 34570 megiddon A 11 Mbps Azkey Co.. AP WEF
() 000220437094, klernent 11 11 Mbps Prosim [&... AP WEP
(@) D008CT 245378 tow a 11 Mbps AP WEF
{3 009096FB 3240 jEmie 7 11 Mbps bAzken Co.. AP
@ Q002A5FOFECO exhortation 9 11 Mbpz Compag AP WEP
'@' Q002457F3Cha ranijit 9 11 Mbps Compag AP WwEP
{3 004033114475 bren a 11 Mbps Addtron AP
{_3 O080CE1 20480 capp 11 11 Mbps MOC [Inst... AP
{3 D0D4E241EDED keefer 7 11 Mbps SMC AP
{3 D090CCOEASET lantai_2 7 11 Mbps Flanet Co... AP
{_) D0ADFECD 2047 MR G 11 Mbps Symbial AP
{3 DB004BCACCAL czal 10 11 Mbps Sony AP
() 0004250 824E 2 emplys 1 11 Mbps Atrnel AP WEF
{:} OO0ZB31BS7ED ermanthios G 11 Mbps Irtel AP
@ N040AE47B 723 navzhippd-pearl-harbor 4 11 Mbp= AP WEP
(&) 000476030200 sdemoz 3 11 Mbps ACom AP WEP
(@) 004033727 36BF bac 3 11 Mbps Addtron AP WEP W
£ >

2 APs active GPS: Disabled




AirJack

® Used for jamming (DoS) and Man In
The Middle Attack (MITM)

® \Works in prism2 and Lucent cards
® Only works for Linux kernel 2.4 ®
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