éI Wireless LAN Security
up ptimizing Wireless Client in Linux

> Hacking and Cracking Wireless LAN

> Setup Host Based AP ( hostap ) in Linux &
freeBSD

> Securing & Managing Wireless LAN :
Implementing 802.1x EAP-TLS EAP-PEAP-
MSCHAPvV2 , FreeRADIUS + dialupadmin +
MySQL with Windows XP SP2 & Linux Client
using wpa_supplicant ( DEMO © )

> Make Deep Security (99%) with WPA?2

WifiI Protected Access = 802.1x + ( TKIP or



How to Setup & Optimizing
Wireless Client in Linux

= Wireless Client Adapter Recommended for
Linux User

http://www.seattlewireless.net/index.cgi/HardwareComparison
http://www.seattlewireless.net/index.cgi/Client 5fAdapters 5f802 5f11

= Recommended to use latest kernel

= Tips & Tricks using wlan-ng driver

= Tips & Tricks using Orinoco compatible
= Tips & Tricks using hostap



http://www.seattlewireless.net/index.cgi/HardwareComparison
http://www.seattlewireless.net/index.cgi/HardwareComparison
http://www.seattlewireless.net/index.cgi/Client_5fAdapters_5f802_5f11b

Use latest kernel and configure
*W to support your hardware

= Get a latest Kernel & unpack
Get from http://www.kernel.org

= Configure your kernel source to
support wireless lan drivers ( non-
harmradio ) & wireless extensions
and your adapter
( pcmcia/PCI/USB ).

" make menuconfig (I'm love in it
p)



http://www.kernel.org/
http://www.kernel.org/

:
<M=
<M=
<M >
<=
< >

<M >

<M=
<M=
<M >
<=
<M=
<M=
<M=

<M=
<M=
<M=
<=

<M=

ireless LAN drivers (non-hamradio) & Wireless Extensions

Obsolete Wireless cards support (pre-802.11)
TRIFP (Metricom starmode radio IP)
ironet Arlan 655 & IC2200 DS support
T&T/Lucent old WavelAN & DEC RoamAbout DS ISA support
T&T/Lucent old WavelAN Pcmcla wireless support
ircom Netwave AirSurfer Pcmcia wireless support
Wireless 802.11 Frequency Hopping cards support
viator/Raytheon 2.4MHz wireless support
Wireless 802.11b ISA/PCI cards support
1sco/ALlronet 34X/35X/4500/4800 ISA and PCI cards
H rmes chipset 802.11lb support (Orinoco/Prism2/Symbol]
H rmes 1n PLX9052 based PCI adaptor support (Netgear MA301 etc.) (EXPERIMENTAL)
H rmes 1n TMD7160 based PCI adaptor support (EXPERIMENTAL)
rism 2.5 PCI 802.11b adaptor support (EXPERIMENTAL)
tmel at76c50x chipset 802.1lb support
tmel at76c506 PCI cards
Wireless B02.11b Pcmcia/Cardbus cards support
H rmes PCMCIA card support
1sco/Alronet 34X/35X/4500/4800 PCMCIA cards
tmel at76c502/at76c504 PCMCIA cards
lanet WL3501 PCMCIA cards
Prism GT/Duette 802.11(a/b/g) PCI/Cardbus support
ntersil Prism GT/Duette/Indigo PCI/Cardbus




”For PCMCIA cards




Make fun with your

w kernel

" make
" make modules install

" copy yourbzimage and System Map
to /boot

= Configure your boot loader ;

For LILOman © , don’t forget to type
lillo —v and reboot your computer to
use your new kernel




Tips & Trick using wlan-ng

&W driver

= Works only for prism2/2.5/3 cards

= Get latest wlan-ng package from the
net

http://www.linux-wlan.com/download.htr

= Unpack, hack the source , configure to
your kernel, compile and install


http://www.linux-wlan.com/download.html

root@lognightte.ugm.ac.id: jusrsre - 5hell - Konsole

session Edit Wiew Bookmarks Settings Help

[root@lognight root]# cd Jfusr/src/
[root@lognight src]# 1s -1

total 366BO
-rW-r--r--
-rW-r--r--
-rW-r--r--
drwxr-xr-x
-rwW-r--r--
drwxr-xr-x
drwxr-xr-x
Lrwxrwxrwx
drwxrwxr-x
-rWXr--r--
drwxr-xr-
-PWXE-Xr-
-FWXr-Xr-
-FWXr-Xr-
-rW-r--r--
drwxrwxr-
-rW-F--r--

root root 39863 3 : 268-2

root root 39907 5 : 2.6.8-great

root root 54087 :27 config-2.6. 3- Tmdk
1000 users 4096 ; /

root root 139176 hostapd-0.2.4.tar.gz
1000 users 4096 /
1000 users 4096 !
root root 11
root root 4096
root root 35634061
600 users 4096
root root 57076
root root 25466
root root 24508
root root 66965
1000 1000 4096
root root 91101
drwxr-xr- root root 4096 /
-MW-r--r-- root root 1271846 pcmcla-cs-3.2.8.tar. gz
drwxr-xr-x 7 root root 4096 21: /

[root@lognight srcl# |

LN

ol WO RO
[ ]
cn

linux -=

—
4 ¥]

/

Linux-2.6.8. tar.bz2+

/
orinoco-0.13e-2.6.2-patch. diff+
orinoco-0.13e-dragorn-patch. diff#
orinoco-0.13e-patch.diff*
orinoco-0.13e.tar.gz

/

orinoco-0.15rcl. tar.gz

[ T e N = = I = = =

'—I
[ ]
N S s T Y o TR o O I IO MO T W s Y P O Y [ (R |

=




Find words “sens” ( sensitivity ) in source code
using mc or grep tools ;

root@lognightte.ugm.ac.id: jusr/src/linux-wian-ng-0.2. 1pre2l - Shell - Konsaole

Session Edit View Bookmarks Settings Help

[root@lognight rootl# cd /usr/src/linux-wlan-ng-0.2. lpre2l/
[root@lognight linux-wlan-ng-0.2. lpre2l]# 1s
config.in  Configuret / FAD Makefile README /  TODO

CHANGES  config.out COPYING / LICENSE / THANKS
[root@lognight linux-wlan-ng-0.2. lpre2l]# vi +497 src/p80211/p80211wext.c I

|| il Shell




roct@lognightte.ugm.ac.id: jusrsrclinux-wlan-ng-0.2.1pre2l - Shell - Konsole

Session Edit View Bookmarks Settings Help

range-=max_qual. Llevel
range-=max_qual.nolse
ange-=sensitivity =

range-=mn_rts =
- INSERT --

|| ] Shell




g rooticlognightte ugm.ac.id: fushsrcflinux-wlan-ng-0.2. 1preZl - Shell - Konsaole
Session Edit View Bookmarks Settings Help

[root@lognight linux-wlan-ng-©.2.1lpre2l]l# ./Configure
Linux WLAN Configuration Script
The default responses are correct for most users.

Build Prism2.x PCMCIA Card Services (_cs) driver? {(y/n) [y]l: y
Build Prism2 PLX9052 based PCI (_plx) adapter driwver? (y/n) [n]: n

Build Prism2.5 native PCI (_pci) driver? (y/n) [n]: n

Build Prism2.5 USB (_usb) driver? (y/n) [y]l: ¥
Linux source directory [Jfusr/src/Llinux]:
The kernel source tree 1s wersion 2.6.8.
Kernel 2.5/2.6 support 1s highly experimental.
The current kernel build date i1s Thu Sep 9 00:03:27 2004,
Alternate target install root directory on host []:
PCMCIA script directory [/etc/pcmcial:
Module install directory [/lib/modules/2.6.8]:

It looks like you have a System V init file setup.

Prefix for build host compiler? (rarely needed) []:

Build for debugging (see doc/config.debug) (y/n) [nl:

Configuration successful.

[root@lognight linux-wlan-ng-0.2.1lpre2l]# I




Compile and install wlan-ng module

= [root@lognight root]# cd /usr/src/linux-wlan-ng-
0.2.1pre21/

= [root@lognight linux-wlan-ng-0.2.1pre2l1]# make all; make
install;

For Pcmcia Card Adapter, install pcmcia-cs
first.

The latest package is recommended.
Get from http://pcmcia-cs.sourceforge.net/

| use pcmcia-cs-3.2.8.

= [root@lognight src]# tar -zxvf pcmcia-cs-3.2.8.tar.gz
= [root@lognight src]# cd pcmcia-cs-3.2.8

B [root@loaniaht bcmcia-cs-3.2 . 81#


http://pcmcia-cs.sourceforge.net/

roctiglognight.te.ugrm.ac.id: fusr/src/pomcia-cs3.2.8 - Shell - Konsole
Session Edit View Bookmarks Settings Help

[root@lognight pcmcia-cs-3.2.8]1# . /Configure
Linux PCMCIA Configuration Script

The default responses for each guestion are correct for most users.
Consult the PCMCIA-HOWTO for additional info about each option.

Linux kernel source directory [/usr/src/Llinux]:

The kernel source tree 1s version 2.6.8.
The current kernel build date 1s Thu Sep 9 00:03:27 2004,

Build 'trusting' wversions of card utilities (y/n) [n]: ¥y
Include 32-bit (CardBus) card support (y/n) [y]:
Include PnP BIOS resource checking (y/n) [n]:

The PCMCIA drivers need to be compiled to match the kernel they
will be used with, or some or all of the modules may fail to load.
If you are not sure what to do, please consult the PCMCIA-HOWTO.

How would you like to set kernel-specific options?
1 - Read from the currently running kernel
2 - Read from the Linux source tree

Enter option (1-2) [3]: 2

Module install directory [/lib/modules/2.6.8]:

Kernel configuration options:
Kernel-tree PCMCIA support is enabled.
Symmetric multiprocessing support 1s disabled.
Preemptive kernel support is enabled.
Realtime Hardware Abstraction Layer is disabled.
High memory support 1s disabled.

| Shell




rooti@lognightte.ugm.ac.id: fjush'src/pomcia-cs3.2.8 - Shell - Konsole

Session Edit View Bookmarks Settings Help

Module install directory [/lib/modules/2.6.8]:

Kernel configuration options:

Kernel-tree PCMCIA support 1s enabled.
Symmetric multiprocessing support 1s disabled.
Preemptive kernel support i1is enabled.

Realtime Hardware Abstraction Layer i1s disabled.
High memory support 1s disabled.

PCI BIOS support 1s enabled.

Power management (APM) support 1s enabled.
SCSI support is enabled.

IEEE 1394 (FireWire) support 1s disabled.
Networking support 1s enabled.

Radio network interface support i1is enabled.
Token Ring dewice support 1s disabled.

Fast switching 1s disabled.

Frame Diverter 1s disabled.
Module wersion checking 1s enabled.
Kernel debugging support is disabled.
/proc filesystem support 1s enabled.
PAE support 1s disabled.

Configuration successful.
** Your kernel 1s configured with PCMCIA driver support. Therefore,

¥ '‘'make all' will compile the PCMCIA utilities but not the drivers.
¥ See README-2.4 1f this 1s not what you intended!

[root@lognight pcmcia-cs-3.2.8]# I




Compiling and installing, setting
configuration pcmcia-cs and starting
*W pcmcia daemon

" make all
" make install

Now go to /etc/pcmcia and edit *.conf and
*.opts

= /etc/init.d/pcmcia start

Starting PCMCIA services: cardmgr[23313]: watching 1
socket

done.



I"I rootialogrgntie. Ugrm.ac 10l FUSHEMCAINUE - SNE NO. £ - KON501E

Session Edit View Bookmarks Settings Help

prism2 cs: Ignoring new-style parameters in presence of obsolete ones
prism2cs _init: prism2 cs.o: 0.2.1-pre2l Loaded

prism2cs _1init: dev_info 1s: prism2 cs
prismZ _cs: 1ndex ©x01: Vcc 5.0, 1rg 3, iDW
PDA Read from 0x08390000 in NV space.
PDA Read from 0x00390000 i1n NV space.

~am @ox1fl7fe
-am @ox1f27fe wlan-ng bundle

Writing 4096 bytes to
Writing 4096 bytes to
Writing 4096 bytes to
Writing 4096 bytes to ) )
Writing 4096 bytes to ram @dx1f57fe station firmware.
Writing 4096 bytes to ram @0x1f&7fe Automatically

|
|
ram @0x1f37fe
|
|
|
Writing 4096 bytes to :'am @Ox1f77fe upgrades your
|
|
|
|
|
|

am @0x1f47fe with primary and

Writing 4096 bytes to ram @0x1f87fe . .

Writing 4096 bytes to ram @0x1f97fe firmware into ram
Writing 4096 bytes to ram @dx1lfa7fe

Writing 4096 bytes to ram @0x1fb7fe

Writing 4096 bytes to ram @0x1lfc7fe

Writing 2940 bytes to ram @0x1fd7fe

Writing 3046 bytes to ram @0x1ffo00 i .

ident: nic h/w: id=0x8002 1.8.1 Primary Firmware
ident: pri f/w: id=0x15 ©.3.0 version
ident: sta f/w: 1d=0x1f 1.7.1
MFL:SUP:role=0x00:1d=0x01:var=0x01:b/t=L; : .
CFI:SUP:role=0x02:1d=0x01:var=0x01:b/t=1/ Station Fl,rmware
PRI:SUP: role=0x00:id=0x03: var=0x01:b/t=1/ vVersion
STA:SUP:role=0x00:1d=0x04:var=0x01:b/t=1/
PRI-CFI:ACT:role=0x01:1d=0x02:var=0x01:b/ ! :
STA-CFI:ACT:role=0x01:1d=0x02: var /! Serial Number
STA-MFI:ACT: role=0x01:1id=0x01: var - Adapter
Prism2 card SN: 99SA01000R0%5

A Shell M Shell No. 2




g rootimlognightte .ugm.ac.id: fetc/pcmicia - 5hell - Konsole = O X

Session Edit View Bookmarks Settings Help

[root@lognight pcmcial# iwconfig
ethd no wireless extensions.

lo no wireless extensions.
51t no wireless extensions.

wlan® IEEE 802, 11-b ESSID:"compex" MNickname: "compex"
Mode:Managed Frequency:2.472GHz Access Polnt: 00:80:48:2B:7A: 1A
Bit Rate:1lMb/s  Tx-Power:2346 dBm
Retry min limit:8 RTS thr:off  Fragment thr:off
Encryption key:off
Link Quality:92/92 Signal level:-40 dBm MNolse level:-96 dBm
Rx invalid nwid:® Rx invalid crypt:® Rx invalid frag:@
Tx excessive retries:@ Invalid misc:® Missed beacon:@

[root@lognight pcmcial# 1smod

Module 51ze  Used by
prismz2 cs 77864 1

peo211 33424 1 prism2_cs
5Q 36640 0




Tips & Trick using Orinoco

&W driver

= Only for Orinoco compatible cards
(Lucent/Cabletron, Hermes, Orinoco, Prism2 )

= Get latest orinoco package from net

http://savannah.nongnu.org/cvs/?group=0rinoco
http://ozlabs.org/people/dgibson/didwd/
http://airsnort.shmoo.com/

= Unpack, compile and install to your

kernel

[root@lognight root]# cd /usr/src/orinoco-0.15rcl
[root@lognight orinoco-0.15rc1]# vi orinoco.c



http://savannah.nongnu.org/cvs/?group=orinoco
http://ozlabs.org/people/dgibson/dldwd/
http://airsnort.shmoo.com/

Find words “sens” ( sensitivity ) in source code using mc

or grep tools ; Edit them

g rooti@lognightte.ugm.ac.id: fusrsrcforinoco-0.15rcl - Shell - Konsole

Edit View Bookmarks Settings Help

k++;

(k == IW_MAX_FREQUENCIES)

¥
range-=num_frequency = k;
range-=sensitivity =

(priv-=has_ wep) {
range-=max_encoding tokens = ORINOCO_ MAX KEYS;
range-=encoding_size[0] = SMALL _KEY_SIZE;
range-=num_encoding sizes =

(priv-=has_big wep) {

g rooticlognight.te.ugm.ac.id: jusnhsrcforinoco-0.15rcl - Shell - Konsole

Session Edit View Bookmarks 5Settings Help

(!priv-=has_sensitivity)
-EOPNOTSUPPR;

((val = 1) || (wal = 9))




We can also tune the txpower. It’'s only used for prior to 0.15rcl version.

Txpower in the new version orinoco no longer reported ‘cause unreliable

g root@lognight.te. ugm.ac.id: fusrsrcforinoco-0.15rcl - Shell - Konsole
Session Edit View Bookmarks Settings Help

range-=pmt_flags = IW_POWER_TIMEOUT,;
range-=>pm_capa = IW POWER_PERIOD | IW POWER_TIMEOUT | IW POWER_UNICAST R;

"ange-=num_txpower = 1;
-a|'|ge-::=‘t:<|:-D'n'-?|'[ ] = I
“ange->txpower_capa = IW_TXPOW_DBM;

range-=retry _capa = IW RETRY LIMIT | IW RETRY LIFETIME;
range-=retry_flags = IW_RETRY_LIMIT;
range-=r_time flags = IW _RETRY LIFETIME;
INSERT - - 3114, 25-32

| shell

g root@lognight.te. ugm.ac.id: fusrsrcforinoco-0.15rcl - Shell - Konsole
Session Edit View Bookmarks Settings Help

1w_param *trq,
Yextral

trg-=value =
trg-=fixed = 1;
trg-=disabled =

trg->flags = IW_TXPOW_DBM;

INSERT -- 3842,94-101

| shell




+

" make
* make install

= Go to /etc/pcmcia ; edit pcmcia.conf;
restart pcmcia daemon

root@lognightte.ugm.ac.id: fetc/pcmcia - Shell - Konsole

Session Edit View Bookmarks Settings Help

Heuice "“wvlan_cs"

class "network" module "orinoco cs®
card "Samsung SWLZ000-N 11Mb/s 802.11b WLAN Card"

bind "orinoco_cs"




orinoco ©.15rclSTA (David Gibson <hermes@gil : .1d.au=, Pavel Roskin =pro
orinoco_cs 0.15rclSTA (Davi <h esi@gibson. c ..f'.r.id.aum. Pavel Roskin -
ethl: HQIj'ﬂlw ldHHTlT

ethl:

ethl:

ethl: Ad-hhl dwmn mode :HLphltHd

ethl: IEEE standard IBSS d hnl mode supported
ethl: WEP supporte 0 2y

ethl: HHI ddl

ethl:

ethl:

ethl:

ethl: T
ethl: New link
ethl: New link

ethl: IO
[root@lognight IﬁﬁT]

Ads|| ] Shell




Ismod & iwconfig

g rocti@lognightie.ugm.ac.id: froot - Shell - Konsole

Session Edit View Bookmarks Settings Help

Module Size Used by

Orinoco _cCs 9384 1

orinoco 47120 1 orinoco cs

hermes 9376 2 orlnoco_cs,0rinoco

g rootialognight.te . ugm.ac.id: froot - 5hell - Konsole
Session Edit View Bookmarks Settings Help

[root@lognight root]l# iwconfig
etho no wireless extensions.

Lo no wireless extensions.
no wireless extensions.

IEEE 802.11-D5 ESSID:"EssID" MNickname:"N1Cknd4n4m3"

Mode:Managed Freqguency:2.427GHz Access Poilnt: 44:44:44:44:44:44
Bit Rate:11Mb/s Tx-Power=17 dBm Sensitivity:1/9

Retry min limit:8 RTS thr:off Fragment thr:off

Encryption key:off

Power Management:off

Link Quality:92/92 Signal lewvel:5/153 Noise lewel:118/153

Rx invalid nwid:® Rx invalid crypt:®@ Rx inwvalid frag:0

Tx excesslive retries:® Inwvalid misc:O Missed beacon:@

[root@lognight rootl# [

M shell




Tips & Tricks using hostap

*W driver

= Only for Prism2/2.5/3 Cards

= Get latest stable hostap-driver package
from net

http://hostap.epitest.fi/releases/

Unpack, hack the source, compile and install
to your kernel

[root@lognight src]# cd hostap-driver-0.2.4/
[root@lognight hostap-driver-0.2.4]#


http://hostap.epitest.fi/releases/
http://hostap.epitest.fi/releases/
http://hostap.epitest.fi/releases/

Find words “sens” ( sensitivity ) in source code
using mc or grep tools ; Edit them

iy

rootimlognight.te.ugrm.ac.id: fusrsrc/hostap-driver-0.2.4 - Shell - Konsole
Session Edit View Bookmarks Settings Help
[root@lognight hostap-driver-0.2.4]1# 1s
Changelog COPYING ! / Makefile /  README
[root@lognight hostap-driver-0.2.4]# vi +498 driver/modules/hostap iloctl.c
[root@Llognight hostap-driver-0.2.4]1# vi +1009 driver/modules/hostap i1octl.c

[root@lognight hostap-driver-0.2.4]1# I

Al ) shel

= make

= cd /etc/pcmcia

= mv hostap cs.conf pcmcia.conf

= restart pcmcia daemon /etc/init.d/pcmcia restart



dmesg & Ismod

rooct@lognightte.ugrm.ac.id: /fetc/pcrmcia - Shell - Konsole

Session Edit View Bookmarks Settings Help

algorithm *MNULL®
-17 (Jo 1 Malinen =jkmaline

_CARD_INSERT
[T
01 (default
) 1 1 df C1lo.nwilin=1
len=64




iwconfig

rooti@lognight.te.ugm.ac.id: fetc/pcmcia - Shell - Konsale

Edit Wiew EBookrmarks Settings Help

wlan

[root@logn

| Shell

no wireless extensions,

IEEE 802.11b ESSID:"DellC408" Nickname:"lognight.te.ugm.ac.id"
Mode: Master Frequency:2.422GHz Access Polnt: 00:02:78:E0:24:97
Bit Rate:11Mb/s Sensitivity=1/9

Retry min limit:8 RTS thr:off Fragment thr:off

Encryption key:off

Power Management:off

Link Quality:® Signal level:® MNolse level:®

Rx invalid nwid:® Rx inwvalid crypt:® Rx inwvalid frag:0

Tx excesslive retries:® Invalid misc:® Missed beacon:©

IEEE B802.11b ESSID:"DellC408" Nickname:"lognight.te.ugm.ac.i1d"
Mode:Master Frequency:2.422GHz Access Polnt: 00:02:78:E0Q:24:97
Bit Rate: 11lMb/s Sensitivity=1/9

Retry min limit:8 RTS thr:off Fragment thr:off

Encryption key:off

Power Management:off

Link Quality:® Signal lewvel:® Nolse level:@

Rx 1nvalid nwid:® Rx i1nvalid crypt:® Rx L1Lnvalid frag:o©

Tx excessive retries:® Inwvalid misc:0 Missed beacon:®

ight pcmcial# |



rootilognightte.ugm.ac.id: jetc/pcmicia - Shell - Konsaole

Session Edit View Bookmarks Settings Help

[root@Llognight pcmcial# iwconfig wlan® mode managed
[root@lognight pcmcial# iwconfig
etho no wireless extensions.

lo no wireless extensions.
no wireless extensions.

IEEE 802.11b ESSID:"DellC408" MNickname:"lognight.te.ugm.ac.id"
Mode:Managed Frequency:2.467GHz Access Poilnt: 44:44:44:44:44:;44
Bit Rate:2Mb/s  Sensitivity=1/9

Retry min Limit:8 RTS thr:off Fragment thr:off

Encryption key:off

Power Management:off

Link Quality:0/70 Signal lewvel:-73 dBm Noise level:-73 dBm

Rx inwalid nwid:® Rx invalid crypt:® Rx invalid frag:0

Tx excessive retries:® Invalid misc:1 Missed beacon:@

wlan IEEE 882.11b ESSID:"DellC400" Nickname:"lognight.te.ugm.ac.1d"
Mode:Managed Frequency:2.467GHz Access Polnt: 44:44:44:44:44:44
BLt Rate:2ZMb/s  Sensitivity=1/9
Retry min Limit:8 RTS thr:off Fragment thr:off
Encryption key:off
Power Management:off
Link Quality:0/70 Signal lewvel:-73 dBm Noise level:-73 dBm
Rx 1nvalid nwid:® Rx inwvalid crypt:® Rx invalid frag:0
Tx excesslive retries:® Invalid misc:1 Missed beacon:0

[root@lognight pcmcial# I




THANKS
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