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Cracking Software

I Memodifikasi Software yang bertujuan untuk menyingkirkan
proteksi seperti dari copy/duplikasi aplikasi, serial number,
hardware key, pengecekan waktu, trial atau versi demo,
pengecekan CD dan iklan iklan pada softawre.

I Melanggar HAKI

"I Merugikan Developer dan Produsen software
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Jenis Pengamanan Software

| Serial Number

+ Vendor/Developer menyediakan serial number yang valid

+ Serial number diberikan kepada user yang membeli software
tersebut (melalui CD atau via Email)

+ Proteksi lemah, user dapat menginstall software dengan serial
number yang sama di PC yang berbeda.

+ Banyak vendor software tetap menggunakannya

+ Rentan Cracking
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Jenis Pengamanan Software

| Activation Code

RootBrain

+ Melengkapi proteksi dengan Serial Number

+ Software akan memeriksa spesifikasi hardware (kode HDD,
Processor atau Motherboard) dan mengenerate Activation Code

+ Kode Aktivasi harus diaktifkan melalui telp atau web online ke
perusahaan vendor software

+ Vendor software akan memberikan serial number khusus kode
aktivasi tersebut

# Muncul problem ketika upgrade/mengganti hardware karena
dibutuhkan aktivasi kembali

+ Masih rentan Cracking
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Jenis Pengamanan Software

"I Dongle

+ Berupa hardware khusus yang dipasangkan ke PC (biasanya
melalui USB Port) sebagai pengaman software

+ Dongle menyimpan informasi lisensi dalam bentuk hardware
yang akan dibaca oleh software

+ Software melakukan otentikasi dan tidak akan bekerja jika
dongle tidak terpasang atau tidak memiliki lisensi yang benar

+ Dongle untuk tiap PC yang terinstall aplikasi (kecuali
menggunakan terminal services/ThinClient)

+ Relatif aman karena cracking membutuhkan peralatan khusus
dan software khusus
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Jenis Pengamanan Software

| Demo Version

+ Vendor/Developer membuat dua versi software

+ Satu versi demo yang memiliki fitur terbatas

- Misal hanya memproses data record yang berukuran kecil
* Menampilkan pesan-pesan iklan versi Demo.
* Menampilkan footer dst
+ Kedua versi Full version yang memiliki seluruh fitur yang
dibutuhkan

+ Versi Demo di publikasikan secara gratis di internet untuk
memikat calon pembeli sehingga tertarik mencoba
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Jenis Pengamanan Software

| Hard Code

+ Developer menanamkan informasi dan format langsung pada
source code, sehingga informasi atau format tersebut tidak
dapat diganti dengan mudah

* Format Laporan, Nama, Logo, Banner, Keterangan Perusahaan
Client (pengguna) dst

+ Tampilan dan Format laporan bersifat statis dan hanya dapat
diubah dari source code

¢+ Teknik ini masih mudah dibongkar.
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Jenis Pengamanan Software

"1 Obfuscated Source Code

#Proteksi di pada source code, sehingga tidak mudah dipahami dan di modifikasi oleh
orang lain.

#Sering di Implementasi pada aplikasi berbasis Web (PHP, ASP, JSP)

Obfuscated
Source Code

Source Code

S Cod
ource t-ode Obfuscator

Original Source Code
for (1=0; 1 < M length; i++){

/I Adjust position of clock hands

var ML=(ns }?document. layers[ nsMimites+1] . ieMinutes[1].stvle;

ML top=y[ i] tHand Y+(i*HandHeight)*Math_sin{ min)+serll;

ML lefi=x[ i+ HandX+{i *HandWicdth) *Math. cos(min);

}

Obfuscated Somrce Code
for (079=0.079=16x. length; O 794+ ){var 063=170) 7 document. layers
["nshi1 5101 5600164014 52"+H0T79] 1eMinues] O79]).stvle; 063 . top=161[ O T9]HOT6-H O 790 TS5 ) *Math
S O51)H 73063 Jefi=175[OTHTTHOT¥*176)*Math. cos(051); }
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Jenis Pengamanan Software

.| Obfuscated Binary Code

+ Kode Binary melalui proses Enkripsi dan Packing (pemaketan
khusus)

+ Contoh ASProtect, Y0da's Cryptor, NFO, and Armadillo.

Executable

Binary Program
4
Binary S Obfuscated
Obfuscator Program
Parameters /

Settings
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Cara Kerja Cracker

I Cracker melakukan aktifitas cracking menggunakan teknik
“Reverse Engineering”

'l Reverse engineering is the process of analyzing a subject
system to create representations of the system at a higher
level of abstraction

+ About opening up a program’s “box” and looking inside

#* No screwdrivers needed, but integrates several arts of

* Code breaking
* Puzzle solving
* Programming

* Logical analysis
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The .exe format and DLLs

Somelodule.DLL

I Before loading DLLs, addresses of
functions in DLL are pointing to dummy

addresses in an import table i — ExponSecton
— Funciion? T
1 When process is loaded, the OS loader siild st St
loads every module listed in the
imported table, and resolves the e
. rt Saction
addresses of each of the functions =
. . Function! AnotherModule DLL
listed in each modules. The addresses | —fureten
are found in the exported table of the ||| [
module. :
Export Section
Fumljcn1 P |
fie- Funm{anE [y
Gode Sectien EHRSORG |
Import Saction J
ls:ml';h:fule_DLt J
Function2 Code Section —
fesmnioon T
Function4
Funetion 9
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Reverse Engineering

| Beberapa tujuan awal reverse engineering:

+ Fun / Challenge

+ Lost Source Code (This is common)

+* Legacy Code (Original Coder Unavailable, No Source, Y2K)
+ Bug Hunting (Again, no source)

+ Virus Analysis
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Proses Reverse Engineering

RootBrain

Code Has Been
Obfuscated

W

&

Executable

Code has nel been
obfuscated

Commaon
Commergial
Obfuscation

Custam
Obfuscation

Disassembler)
Debugger

(Y L%,

Code was compiled
from Delphi or Visual
Basic source code

Code was compiled
from Java source code

Specifically Targeted

Disassemoler/
Debugger

Modified Executable

Modified Executable
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Reverse Engineering Tools

| Disassembler/Debuggers

+ Digunakan untuk menentukan fungsi dasar dari sebuah
program executables (binary)

* Program disassembler akan mentranslasikan binary program
ke bahasa assembly. Bahasa Assembly yang dihasilkan sudah
dapat dibaca oleh user tetapi tidak semudah source code
aslinya.

+ Debugger digunakan untuk memantau proses eksekusi
sebuah aplikasi yang dapat dihentikan pada kondisi dan status
tertentu.
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Reverse Engineering Tools

I Skema Disassembler/Debugger

Executable Executable User Input (Breakpoints)

Disassembler

Debugger

Assembly Code Controlled Execution

I Contoh aplikasi yang umum digunakan
+ Debugger: SoftiICE, OllyDbg, W32Dasm

+ Disassembler: IDA Pro, W32Dasm, Phoenix Disassembler / DSM
Studio,
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OllyDbg

& LT s e e [ A e e e Py o L e s | Ljda1
=

FiIe Wigww Debug  Plugins  Options  Window  Help -

Sl x| wu| w4 dl] H] + LIE[M[T|WH|c|/|K[B|R|..|S]
% Al ES1BAFBE | MOV EFR, DWORD FTR 05: L4 LBES] i
BO4A1AES| . C1ER A2 SHL ERi, 2 _IEE?ZESEZBEEPU]
BR4E166Z . A2 ET1B4FE8 |MOU OWORD PTR DS:[4F1B671,EAN Blcc: sicerree
e o BT PUSH EDL E0X 7CIBE4F4 ntdll.KiFastSustenCal LRet
Ba4a1E0E( . 51 FLSH ECH BB SFEDEARS
BE4aiEeF| o 250e WiOF: EAY, EAX ESF MiTEFFCA
BE4E1611| o BF EC188888 |MOU EOI,mircS2.OSG1ZEC b BrAaae
Podoiolc| . B9 45952 | MOV ECKnirc3Z. @S54 e o
o] B I SBER D2 (a0 EDI 7CO1G282 ntdll.PCo16268
BE4E1610| Lw7E BE SPE SHORT.mircsz. po4a1024 _ _
SSIS{SE . EEEF EEE ECH,EDL EIFP BB4818868 mirc22.<ModuleEntryPoint
Godaiazz| . FaiAR FEP 5T05 BYTE PTR ES:[EDI] 5 2 s elal ArEaEArE
e e EEEME A8 55 G823 32bit BLFFFFFFFF)
. _ 2 1 D G022 22bit BIFFFFFFFF)
BR4R1EZE| L ER @@ FUSH B [Frsl = eoopese B 5 S EEER Shehe SHAtERAl
BE481622 . EZ 1AB0BEED |CALL nirc3Z.B401047 mirelz. BE4E1047 B B e e
COAR10CE| o GB 2C1G4FAA | PUSH mirc32.B04F162C o
. MLTC .
BR4R16ZE o &R BE PUSH & [gliodule = HULL 0 8 LastErr ERROR_NO_IMPERSOMAT ION_TOKEN
BE4E1G2C| . EZ SSFEBEED | CALL <JMP.SKERMEL3Z.GetModu leHandleR> |LGethodu lzHandlen EFL M@AAAZ45 (HO,NE,E, BE, M5, PE, GE, LE)
Ao o B il i (B P B [l 578 empty -UMORM BCEC B1G58164 BESCHE2D
Bo401641| JvES DECOMARE | JMP mirc32.BE4a0A1c gl S LI LEES) LERRIEs) Wemse sy
BE401a4e| $.E3 SPE0RRAD | JMP nircaZ. BE4AIDES 215 enety Bh
AR4A1A4E| . BA0E RiF: EA%, EA% ITH e Elh
codoipdn) . Ag Seledree | HOU AL, LBYTE FTR DS: [4F1858] ZTE Enpty Bl
BE4E16EE o AL 6E184FBS  |HMOU EAX,DWORD FTR DS:[4F1BSE] §1% ety 1 BBAAADAGAERREEGAER
e T S G T
FST 4828 Cond 1 B @@ Err @0 1 60 6 |
ca4aipsal| Y B9 BeEee0es | HOU ECH,EBES
R [ = e FCW @27F Prec HEAR,E3 Mask 1111
ee4a1pe1 (| 1vrd 29 JE_SHORT mircaz, BB4B169C
aa4ninezs|| - 5350 saledFaal CHP OWORD PTR O5:[4F1RE31,@
e iean|| w72 en JHE SHORT mircSE. BE481674
podpipec|| o B2 Eseeeses | HOU EAN,BE2 v
TSt [ AA4F 1062 1 = AERERARR
ERH=BBB6E500
TLE17OEr | FETURN to kerne |52,y
ggg;f;ga E;”E_,‘—;'“?g e ggg{;nd Ao 15208 nedlL 1. TC 510208 =
R1EEFFLC| FFFFFFFF
BE4F1EGE( 43 28 2B 26|20 20 42 &F|C++ - Lo Bl 15eErLe) EEEFFFEE
BR4F1G16 78 73 72 €3 67 £2 74 20|puriaht PR | Madha
BE4F1E1Z( 31 25 99 26|20 42 &F 72| 1996 Bor AR et
BE4F1AZA( 6C &1 BE 64| 2B 43 6E 74| land Int Eea| B
BE 18 E6 66| |, ... 1. ;
Bo4F1B23) EC 2E B8 B0 Lizestf @156FFEG| FFFFFFFF|End of SEH chain
BR4F16Z0( 60 15 S GAeE 1o Eo bE| T+PL 4P EhiEREacE | laddaada e, G
= ] L]
e e e e ] i BIEEFFES| PEE17OTE| kecnz |32, TCE17ERE
BE4F 140 B8 B8 08 08|22 27 40 B8, ... 07, A1CEFFEC| BRAGAEAE
BE4F1G4E B4 26 42 AR EC P64z GO e B., B. | R
BE4F1E56| B8 B8 A0 B8 BC A0 S8 B8 ....Y.P. BiGEFFF4| oeaEaoea
oo 24 1] g, :
e T o ) BISGFFFE| GE4B106E| niro22. <Mady leEntruf B
20Bbooac BIEEFFFC| DEREERED
BR4F 1AEE[BE R B3 AA| AR BR BE GE|........ ] [+
T3 = 0 I O O O O O 5 —
| Pragram entry paint | | Paused
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IDA Pro

E‘, IDA - G:\DevAWINZIP32.idb (WINZIP32.EXE)
File Edit Jump Search ‘iew Debuogger Oplions  Windows Help

= | o~ i & 1 | Test v v = BEMm 2 ==
E & e mEs N % B 8T rf 6A = =1
Boen Smenef -« NX 8- #-w SHKm=~ | : s %% W &% &
102 igm-A, Hesx View-d | BB Ewports I% Impaorts | M Mames L:F_I] Functions | " Strings B_ Structures | En Enums

* .text:0840480R jnz short loc_hB4831 ~

* _text:@88L0480C cmp byte LEA4G2E, bl

* _text:-08L04812 jnz short loc 484831

* _text:d0484814 call CheckIfLicensed

* _text:00484819 test al, al

* _text:po4uO481B ik short loc_ 404826

* .text:e848481D mov byte LJESA?A, 1

* .text:0848482)4 jmp short loc_4HB483F

-text:-@O4B4826 [ ——

-text: 08484826
-text: 08484826 loc_4B84826:

* _text:0B84B4824 call
* _text:0040482R test
* .text:0840482D jnz
* .text:0840482F jmp

-text:-0O484831 ; ———

.text-a8484831
~text: 88404831 loc 4OLEI:
text:A0404u831

* _text:08484831 mouy

200192 total memory allocated

Loading twpe Tibraries...
Autoanalysis subsystem is initialized.
Database for 'F'l'le '"WINZIF3z.EXE' 1i5 Toaded.

Executing function ma‘ln

—an not set debug

L idle Down | Disk: 5GE 0000431E

IT Training & Consulting

Loading IDP module C:“Frogram FilessIDasprocshpc.w2z Tor processor metapc...0k

Compiling file 'C: \Pr"-:ugr"am F11E5\IDA\1 dchida.idc'...

00404816 sub_4047384+E1

: CODE XREF: sub_4@473A+E1Tj
ShowHagScreen
al, al
short loc_48483F
short loc_LB4h8h1

; CODE XREF: sub_ueu73a+C8Tj
; sub_u4pu73a+Detj ...
byte 4ESA98, - v

wWWwWw.rootbrain.com
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W32DASM

| = MRS TS asm VB S EoprarmiEass e el eI EE T
Disassembler  Project Debug  Search  Goto Execute Text  Funckions HexData Refs  Help
E E G G G G m x| Oarta
Igl él Qb. 51.1;# EP I’E. ﬁ‘f;‘ éFFI: EFF; mHex Eﬁgg ElﬁEF EHE"F lﬂ

* Beferenced by a (Uinconditional or (Clonditional Jump at Address:
| :0041071E(C)
|

:004107B0 SE5FF test edi, =di

:004107Bz2 7E5E0 Jre 00410804

:004107B4 2322CE300 cup dword ptr [ebxtd*esi], 00000000
:004107BS8 7513 Jrne 004107CD

:004107BA S400 push 00000000

:004107BC SA00 push 00000000

:004107EBE ZSEOE wmow ecx, dword ptr [ebx]
:004107C0 51 push ecx

:004107C1 s4a00 push 00000000

:004107C3 ES&CET7O400 call O045BF34

:004107ce E2ZFlo000n Jup 0041180C

* Beferenced by a (UTinconditional or (C)londitional Jump at Address:
| :004107E8(C)
|

:004107C SEO4E3 mov eai, dword ptr [ebxtd*esi]
-Qo4107nL0 5o push eax

00410701 ESEAF4FFFF call O040FCCO

1004107 SBFS wov edi, eax

00410708 SEFF test edi, =di

:0041070Aa 7EZ2 drne 00410804

:0041070DC SEO4EBE3 movw eax, dword ptr [ebxtd*esi]
1004107 F Lo push eax

:004107ED 2E13 mov edx, dword ptr [ebx]
t004107EZ 52 push edx

:004107E3 S400 push 00000000

* Possible Peference to Dialog: DialogID 003C, CONTROL IL:-0025, "s&Joins:"
|
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Reverse Engineering Tools

| Hex Editor

+ Program yang memfasilitasi pengubahan sebuah binary program
melalui representasi hexadesimal suata data binary

+ Hex Editor juga mampu menampilkan bentuk ASCIl dan Unicode
suatu file binary

JHexadecimal Equivalent

Binary File >

S

Unicode/ASCIl Equivalent

+ Contoh Hex Editor: WinHex, Hex Workshop, Hiew (Hacker View),
HEdit

@ IT Training & Consulting wWww.rootbrain.com

RootBrain




Hex Workshop

(Al Fl= Workshopi=micaZeexe] JJ@
Fle Edit Disk Options Tools ‘Window Help -8 x
23SE2H HYE RABS | oPRB || %Y BP0

7 |5 N he @E

o1 2 3 4 5 6 7 B 9 & B C D E F 10 11 12 13 14 15 01234567839ABCDEF012345

googoooo 4D 5 S0 00 O2 00 OO 00 04 00 OF 00 FF FF OO OO0 ES 00 OO0 00 0O 00 MEZP......... ... ...
oooooole o0 0o 40 00 1A 00 OO0 00 OO0 00 00 00 OO0 00 00 00 00 00 00 00 00 00 @ ee e rensnnnnnnns |
goopooozc oo oo 0o 0o OO0 00 00 00 OO0 00 00 00 OO0 00 00 00 00 01 00 00 BA 10 ... oe e e e ennnnnn
gooooo4z o0 OE 1IF B4 0% CD 21 BS 01 4C CD 21 90 90 54 &8 &9 73 20 70 72 BF ...... I..L.I..This pro
ooooooss e7 72 61 6D 20 6D 75 73 ¥4 20 B2 BS 20 72 75 BE 20 Y5 BE 64 65 72 gram must bhe run under
ooooooeE 20 57 69 BE 33 32 0D 0A 24 37 00 00 OO0 OO0 OO 0O OO0 00 00 00 00 00 WindZ2..57% .. ... 0veaan
goopooos4 00 00 00 00 OO 00 OO0 00 OO0 00 OO0 00 OO0 00 00 00 00 00 00 00 00 00 .. mn e i mn e en s
ooooooos o0 a0 00 00 OO o0 OO0 0o 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..o e e e ennennn
ooooooeEd o0 @0 00 0o o0 o0 OO0 0o 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 v ee e rmnsnnnnnnss
goooooce OO0 00 00 00 OO0 00 OO0 00 OO0 00 OO0 00 OO0 00 00 00 00 00 00 00 00 00 .. mn e i mn e en s
goopooope oo 0o 0o 0o OO0 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 .. mn e i mn e en e
ooooooFz oo g0 0o 0o oo o0 00 0o o0 o0 00 00 00 00 S0 45 00 00 4C 01 09 00 ... PE..L...
goooolos 42 28 45 g2 OO0 00 OO 00 OO0 00 OO 0O EO OO SE 81 OB 01 02 19 00 00 B(E......ooveuennnnnnn
OoooollE OF 00 00 5E OS5 00 OO0 00 OO0 00 OO0 10 00 00 00 10 00 00 00 10 OF 00 ... ™. ce e e e en s
oooools4 00 00 40 00 OO 10 OO 00 OO0 02 00 00 O1 00 00 00 00 o0 00 00 04 00 @ .@. .. e eeenenennnnn.

mirc32. exe

ﬂ |DFFset: 72 [0x00000043] ﬂ anmpare Results |,q|| j %

8HT Signed Byt 33 Source [ Count o) Count ') Target Cour

SHT Unsigned Byte 33 1
1587 Signed Shart -15399
I58T Unsigned short 47137
3BT Signed Long 1275181089 L
3BT nsigned Long 1275181089

S4BT Signed Quad -G029850969974400991

EHBT Unsigned Quad  10416863103735150625

3BT Float 34005124 [ I
& Data Inzpector I { }Sh'ucmre igmer I I%(}mﬂpam ] %Checksum BH Find | 40 Bookmarks E Chutput J
Reeady OFfset; 00000045 Value: -18329 1339392 bytes YR,
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WinHEX

= ) I T = I
DEHSEE  ~BBIA%D ARG E [ oFes  Sha@d @4 raE | @

REREE — - - [oriecisher=i]
Of fz=t 1 1 27833 § B ¥ B8 & B ETD EF | OLLTDAGE-E

00000450 00 OO 00 Q0 00 00 00 00 00 00 00 00 00 00 00 OO =|iE e e e hehad ol

00000460, OO0 DO 00 OO L= IO i v e Daka Inkrpieter [ iy 11 MR
000004700 | 00 D0 00 00 | Find Toxt 011 R R R e B EEE 10 1.1 17656 bpbes
OUO004R0 00 00 00 00 - BT 0T | oo 1ERE J4} 0

01000430 00 00 00 00 | Theltonem ik ingudlbe eanhed g g | L il

00000480 00 0O 00 OO0 pessnnd BT OO | .o Creation ting: /32004
0U0004CO 00 DO 00 00 e Y e e 123537
a0O0d4T0 00 0o 0o oo [T Match coee e ] R s Last it e ESend|
DO00O4ED. OO0 DO 0O do ] Unicods: cheracter aet RIET 1 S e 07135k |
000004F0. | 00 DO 00 4o [z ax wiidesict 0 oo S |
goooasoa O0 0O 00 ao O o0 3 |
00A0OS10° 00 00 00 00 Ll el 0 oo I i |
0000asS20. ep OO OO OO o CERuh ) RNt e iatiitln i B i
00000530, 00 DO 00 40 Seach Al [ O B T P Kl ok i 1
goooos4n o0 Dd 0O ao Dﬂnnd:n‘lsd:m:-:l AR 0D oo Wide: (||
a000d550 00 00 00 a0 e oo Bl e e
ai0Onag&n 00 00 0o oo e ’ oo Glisoi be ]
00000570, 00 00 00 00 AL AT : oooo Bl s i
0O00OSED. OO0 DO 00 OO [T Archives comuneres posliors L1511 SR S Lt

oogoosso 00 DO 00 4o Clgrara mad anor 0 O e Chrkoa: aucikhie
a0000AD 00 00 00 00 = ||

000005B0. 00 0O 00 00 : 0 00 Igjﬂ?‘.ﬂaﬂmﬁﬁﬁﬂf
ooooosco oo oo oo oo | o0 | [ ceved | [ Hee | |0 oo R
ooooasnn O0 OO0 00 ao O On 2 e T e ™ 7
OO00OSED 00 00 00 00 00 00 00 00 00 00 00 00 00 a0 o0 an| ..., * =! E m
OOO0ASFD 00 0O 00 00 00 00 00 00 00 00 00 00 a0 a0 00 an| ... ..., e

00000600  EB 10 66 62 34 43 2B 2B 4B AF IF 4B 90 B9 2B 01 | & fh CosBOOKI&( . |ﬂ D m ﬂ
ogooodeln 4B D0 #1 1E 0L 4B 00 C1 ED 02 &3 1F OL 4B 00D 52 | .. .E. d8.8. KR

gooode2n EA DO EB 4E E0 DA DO BB DD ER DA 24 0O& 0D 54 EB | §.eKa .IIIEIfIS = T :-
O0000R30  FO 1% DA 00 B8 D3 24 DA 00 R 00 B3 F& 33 0R 00 p. &3 éed. |M E| [N =
00000640 &5 B3 C4 00 4B 00 64 00 EE 25 E0 D& 00 &3 23 01 Fhi K. J &xh, &4, .
00000650,  4F 00 6a 00 E9 AF €1 04 00 E9 26 34 04 00 33 €0 | E.3.6 4. &k, 34 | F P E ﬂ
Oo0oode6a0 &0 DO 01 4B OD 3 A1 23 01 4B DO C3 60 EB OO 510 CEEeE Nw P

00000670 B0 BC 53 68 4D 0B 00 00 ©3 BY 9C 00 00 00 0B C9 | *MSh-. . A%y, . E P @F E\ E
Q0000RAD T4 4D BZ I0 1B 01 4B 00 00 F3 04 B3 FE 00 00 00 t¥i=,. ¥ .= .b. .

00000630 EB D7 FF EF EF E9 9C D0 OO0 00 51 64 0% ES Fd DF | sty . .00 200 = E
Fags 3 of 1838 D=l aFT =0 Blck ri‘a | SeE: s
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Reverse Engineering Tools

| Decompiler

+ Mentranslasikan program Executable menjadi Source Code

Machine Code
or
Byte Code

Source/Pseudo-Source Code
(High Level Language)
" !

1
| ! L Some aherations required
r—-—-—-—-—-= Compller < —-—-—-—-"—-—-—

> Decompiler

+ Contoh :

« C Decompiler : DCC, REC
- Java Decompiler: DJ

* C# Decomniler : Salamander
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C Decompiler : REC

B C:\WINDOWS\system32\cmd. exe _H xJi o
Reading prototype files... ]
rping s addtype: conplex int redef ined ™
iz an HT executable of BxfB00 (614483 bytes i e
80480808, Entwy point = BxB8001 G0 ITCHLO040C063 »= 07
5} ; 4723  CODE (zave) “L0040C063;
a DATh eax = TlsGetvalue(l;
C > .tls ifczax 1= Q) {ﬁ
g .r:i\ta eax = LocalFreefeax);
-idata
.edata i
-reloc return; _
FTCAL004 00065 = 0) |
LO040L0Cug ;s
2ax = TIsFresl *LO0d40Chas);
ecompiling EA48h168 — BA4AbLLEEf <1-2462> EnumlhreadWindouws 1 iy
R Procedure: 0x004010F3 - Ox0040L18F
A Argument size: O
= Local slze: 0
sft 188 assembhly statsments. 124 a mhly nodes o Save regs zize: 0
Translation complete — 1BA3? translated statements in B sec. W
LOO4010F9()
Ulolume Serial Humher iz 9423-F1FG 1
Directory of C:ivreclbpe
+11.-2B84 =38 £ > . Ee‘tnr‘gn(_“( wefes i0xZe] + ®LODADCOARE w 4700;
11.-2A64 =38 : saveleng:
H1.15-1998 =38 ebp = esp;
136 t H esp = esp + -78;
s 23 HE-EEC LO0404B384243572);
=42 i - LU0 04 B3804243007);
EEE P 3 gﬂnggglkgr Lo 04 B3REA24326417;
35"5' > READHE LOO404 78Cebpn - 76];
=l : JE2 roe.ons edx = LO0401B68(ehp - 7A);
138 T eTDIO.0 iffeds == 25 &8 edx <= 1200 {
:38 STDLIB.O SEX
138 2 STRING.O iFCedn »= 10 o
:38 4.492 UMISTD.O LOO401155:
2. A2 =19 weird ] 2ax = gax + L
2112084 BB:38 PH 333,958 wei P ifleds >= eax) {
14 File{z> 834,543 bytes coto LOC4011509;
2 Dir{ 31.937.881,344 bytes free B
T
eax = 31337;
FC21237 1= 0 || 21337 = 5000 || 313227 = 150000 {
LOC4C4B3R(42436600;
LOO40L48400;
restorejebp;
| | ﬂ 3 returniol; -
= a GRS R ﬁ Jll ' weird rex - Noteped | -1.@ @:40 PM
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Java Decompiler: DJ

| Programi.jad - DJ Java Decompiler ==
Fle Edit Sesch  Mew Settmos  Language  Tocls  Help
T EIGER L sz dslru ==%| v B
i i i i i i | i i | i i i i i i i | i i i i i
57 = JoptionFane showinputDialo gl 'Flease chose ong of tha aptionsinalz=nter 1 to calculate the arsa of the CircketnbiEnter 2 to calr [«
far{double d = Dauble parseDaoutble(sTh d 1= 60 d = Doubla parsaloublalsT)

L
[ |

+
+

ifid == 1.0D)

String s = JOptonPane showlputDialog!"Enter the valus of radius"),

double d1 = Double.parseDaoublels):

double dd =3 14159265358370310 " o1 ® d1;

JOptionFang showhdessageDialoginull, "The arga of the Circle: "+ d4, "rasult”, 13;
}else
ifid == 2
{

String 51 = JOptionFane showlnputDi aloo!"Enter the valus of lenoht'y,

String 55 = JOptianFane showlnputty aloolEnter the valus of width"y;

dauble d3 = Double.parseDaoublefs1];

double d2 = Double parseloublelss];

double dF = (d2* d¥ /200,

JOptionFane showhdessageDialoginull, "The ares of iangle. " +d3, "result”, 1),
}else
if{d == 2o
{

Shring 52 = JOptionFane showinputCnalogl"Enter the valus of lenoth');

dauble d10 = Dolble parseDoubleis2);

double dg =d10™ di;

JOptionFane showhdessageDialoginull, "The ares of the square. "+ d6, " result”, 17,
}else

if(d == 4D}

SEED FOEHCFIMERE

String 53 = JOptionFane showinputon alool"E nter the valus of lenoth™); [
% | |

puble Progrand (] £
puble etarie woid O0[S bing as{]) {)

Line: 1 Col: 1 Mum lock: 0N Cepslock: OFF  [[nsert: OFF {£9.600 50 Fre= P13 P
C% IT Training & Consulting www.rootbrain.com
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C# Decompiler : Salamander

Original Function Source Code

public static void Main()
e
IRE=X vy .
for (xf= 17 x <="10: %X 14) .
R
for (y= 15 5 <= 10 :5v+t) |
{ Console.Write("{0 } ", x*y);
éonsole.WriteLine("");
}
}

IT Training & Consulting
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Compilation

/

IL
Executable
Binary

/4
Decompilation

= o

Salamander Decompiler Output

public static wvoid Main()

{

for (antris =1 Sde 0 )
{
for (int 3§ = 1; J <= 10; j++)
{
Consdéle -Write (o)1, (5% 3)9.
}

Console.WriteLine ("") ;

}
}
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Reverse Engineering Tools

I Aplikasi yang berhubungan spt code obfuscators, PE editors,
memory dumpers dan unpacker

@ IT Training & Consulting
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+ Code Obfuscators : aplikasi yang mempersulit suatu source code atau
binary untuk dipahami atau dibaca.

+ PE Editors : Mengextract headers dari File PE dan kemudian
mempermudah PE File untuk di edit dibandingkan menggunakan Hex
Editor

+ Memory dumpers berfungsi agar sebuah program yang sedang
sedang berjalan (debugging) di memory dapat disimpan kedalam
hardisk atau media penyimpan lainnya.

+ Unpacker: Digunakan untuk membongkar suatu program yang
diproteksi (dibungkus) dengan aplikasi keamanan komersial yang
telah ditemukan kelemahannya.

www.rootbrain.com




Code Obfuscators

| ASProtect

% ASProtect v.1.23 RC4 build 08.07 [ Untitled | (M= <
Project Help

L=z E 7 @

| Application infe | Options | Registration keys | Trialinfo | Protect

Fiolzction oplions

Resources protection Anti-debugager pratection |
[ Preserve extra data Checksumn protection B
|Jge maw, compreszion [ File with a ke [for external registration scheme anly 1]

.data . Section's name =

[] Create backup copy [Bak-file]

[T Auta run after loading

[ ] Exit when done

wWWwWw.rootbrain.com
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Unpackers

Executable,
Un-obfuscated
/?' Program
Obfuscated
: > Ja\
Binary Program r

PE Editor

used to restore
PE Headers
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PEditor

OO0 34 anona334 mza Gt exzaad,
I B2 0000o3E 2 02:h SetFocus
O0:1EBE 0000136 E 0253 Sl o T el
|

L T’E‘G‘E‘ﬁ’m | HBS a7

ﬁ: Phditar 1 | by woila BB M ! - 1 _ THrectory ILIE ViR -—
" ; - Ak, Sizm ;
|$:=:Iurn;| L ChDocument: and Setingst Ray\DesktopsA CEAT angee s\ everzemes: fis aply char
[ File Infc | File Header Ho e 00000000 Jo0000me o nathing
task P
| Eriny Foirt DOO0TO00 | Mackine Type e i e i [onzes [onnoome
| : | :
: 1 040ao0o | Mumber of Secliore: I:II]DJ-_ | ) ) Flecouss. ||:|:|:|[|4|I|:| ||:|:|[||:|m:|
L ! |—3|:1T.'E¢2 wection gplil
; | Time Diat= Slemp [ET {pancooan
| Diptiorel Hescer [ F:II]I:I:I:II]-I:I:I = bigakn arnle Excephion
|’ airptag [ooo0tnoo (| imrkeetesurbet ik, i B bt i
| Banect vt ToGomn | Mumberof Sembels; e Fiimedtios 00000000 [00omE
. Size ol Image: Iumum | Sizanal Dptosal Headat ||:"]E|:| . Gt ||:l:l:||]|:l:l:l:| ||:|:||:||:|:|:|:||:|
| e M 12 Iy AF rebiilder
| Sicm e Henckee . [U0001A00 | ChAIBCLERCS [ Copyiigh [poonooan Jaanooaan G .
| Section digimen; | 10001000 i apply changes Glabalpt: joenaomg, | ernccenn Enparts
| il [oconaoo | aboul The Tabiler |omicom - Jonocoon e
Bkt |I]|I|.2 seclions dinechone a2 Land Coeic |'I':||]':'I':| |':':'|]|:':':':“:I [
H' - e n‘ i It T SR TV LA
0 MDA MOLE B O & 1 oF oA FineE
Impert Adckese Tale (00002000 [0000o058 LS
Hald pour mauss onoa adicbow For mone inbos
Tport Table Viewer X
Section Table Viewss " - | Dame | DiignaFisThark | TweDasSiang | ForsadaChan | Hame | FiatThank Ji:
Seoion | vitudSice | viud Offvet | Riaw Ses | Fiaw Offpst§ USERZ2AI OI0eT1AS 1o0na0ce a0 D002z 000020710
(gt MTaAs  mommn moownn ononenn | FERMELATAL 0000054 noonannn 1000 oz 0z
1daka OO0 00Esd 00 CEnan 0n004a0 anoooann
deka (1 n]i[EP. o oo00=nan 0300010 Q0000000
ARG o000 0o0C4oon oJnon4an anooozod
Ry | Olfzet [ Hint [ Hare |
=110 oo UL K] Deshoyairdar |
—§ OO0 42 oooTaaE ki Gethincon T estdy
Do & nght meuse dick ona sectonmames for moe aplians 15 NN0ONaEEd M7 | oed T ened,
o000 B2 00006 e Loedcoord
OO0 O0000EEE  O1BE  Wersagedoeh =
L] OIOETCT T IDDTT PasaMes e
01 20 [ TVERN] [iTiED) Dizpatchessapes
E
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Demo Cracking Software
_I Target : Patching mIRC

_| Download :

I Tools : W32DASM & Hex Workshop

IT Training & Consulting wWww.rootbrain.com
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http://www.oldversion.com/download_mIRC_5.7.html

Langkah pertama

.| Download dan Install mIRC 5.7 , check Help >> About
| ImiRGap A= Eli

File Tools DCC  Commands  Window  Help

Wl Ed BEBECS @S HE @ &

E=lStatus

= Status =1 E3
AL e a' j

mIRCE 5.7 32hit

An Internet Relay Chat Client
Copyright € 1995-2000 mIRC Ca. Ltd.
All Rights Rezerved.

Lizenzed to; Avtharl

Unlicenzed Copy

-

How ta reqister |

Pleaze vizit the mlRC website for the latest versian,
hintz and tipg. and general IRC infarmation.

[v | http: s rrire, co.uk,. Wit

IT Training & Consulting www.rootbrain.com
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Langkah kedua

| Coba daftar dengan user sembarang |
| ImIRGa?, aAEs|

File Tools DCC  Commands  Window
W EeOBEc T PHPEBESD0:
Status Help files  #
Status Textfiles  » &@a

about, .. —
Reqgister ...

i r r T 1 i
SRS E Lt o a

Full Mame:

|H ootBrain

Reqistration Code:;
123456

How to reqister

Reqister

Cancel

(% IT Training & Consulting www.rootbrain.com
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Langkah ketiga

"I Hasilnya menampilkan :

o o L o .f
| MRS ETSIrataon: JT

9

Sorry, wour registration name and number don't match!

Please make sure wou're byping them in using the
correct capitalization and spacing.

Thanks!

| Catat pesan diatas untuk digunakan mencari lokasi fungsi yang
menampilkan pesan tersebut

@ IT Training & Consulting wWww.rootbrain.com
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Langkah ke-empat

Gunakan W32DASM membuka file mirc32.exe

RS OTERS i ARSI e TRt S S O Eam N I sas s e T i B Ve ey

Disassembler Project Debug Zearch Goko  Execute Text Funckions HexData Refs Help
o,
oy

e i v I o [ 5 52 3

oFn | |[@Fn
* Beferenced by a (Mnconditional or (Clonditional Jump at Address:
| :0041071E(C)
|

=9

-9
e
Start

ER

ey
v

Otz
mHex

OLG
oREF

Sttn
mREF

Menu
mREeF,

]

jne 00410804

cup dword ptr [ebx+d4*esi], 00000000
jne 004107CD

push 00000000

push 00000000

moy aecx, dword ptr [ebx]

push ecx

Q H OOooooon

-004107C3 ESECEZ0400 call O04EEFz4

004107 Ccg ES2F10000 Jmp 0041180C
* Beferenced byfa (Mnconditional or (Clonditional Jump at\Address:
| -004107ES(C)
|
:004107CIr SEO4E mov eax, dword ptr [ebxtd*Rei]
IS F1 8 1 push =ax

Alamat Memo /'l ESEAFQFFFF call 0040FCCO

/D'& EEFS moy edi, =ax

00410703 25FF test edi, edi
- 004107DL 7EZE jne 00410804 Bahasa Assembly
10041070 C 2EO04B moy eax, dword pbtr |ebxt+aTesi|
1004107 F EO push =ax
t004107EQ 2E13 moy edx, dword ptr [ebx]
:004107EE B2 push edx
SANATATRR Eann warch ANAAANNAN

Kode mesin dalam format Hexadesimal oireon o008, veqoime:
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Langkah kelima

Cari kata kunci pesan tadi

= IIRSoftW SRV erBids Eropramilsassemiriend el uEreT,

Disassembler  Project  Debug Goko  Execute Text Funckions HexData Refs Help
BlR e 1% | Find Text Bl Imp | Exp | |Oatal| 2odd] [Mendl [Oug 151

5 % % 5$+’ e I i ||@Fn ]| |BFn | BHex] BHe mbier| mier| [Eker 'ﬁ
:004ZC3AC S3ES04 leax, 00000004
t004ZC3AF OFS4BEOLOOO0 Je 004zCETO
t004ZC3EE ESECO40000 Jup O004zZCE7E
* Re | o L Address:
I:Da B O S O TN B S ety DT e T E R T AT AT T ],, i
|
1004 Find what:  |Sarmy, vour registration name and numb
-oo4 . edx
1004 Direction
* ' i -

ke [ Match caze Up Down Address:

| - 00 -
| \
t004ZC3C4 BEODEOSEE000 mow ecx, dword ptr [005035&0]
:004ZC3CA SEO48DACIEE000 mow eax, dword ptr [4*ecx+005032AC]
t004ZC3D1 BELEE03EE5000 mow edx, dword ptr [005035&0]
t004ZC307 290435FC225000 wow dword ptr [4%edxz+00E0382FC], eax
t004ZC3DE FFOEEO3EE000 ine dword ptr [00503E5&0]

* Beferenced by a (Mnconditional or (C)onditional Jump at Address:

| - 004ECICE (1T}

|

t004ZC3E4 833De025500010 cuop dword ptr [00502E550], Q0000010
t004ZC3ERE YCD7? J1 004EC3C4

IO04ZC3ED 23C2 Xor ecx, ecx

t004ZC3EF 820D&0255000 wmov dword ptr [00509550], ecx
t004ZC3FE EBZ0 Jup 004EZC417

* Beferenced by a (Mnconditional or (C)onditional Jump at Address:
| :004ZC41E(C)

|

:004ZC3F7 ARle09E5000 mow eax, dword ptr [005035&0]
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Langkah kelima

Hasil pencarian

C3l a0 ([ L o Far B 05 T T E L larMia F
WHSOTIR Sl as R E TR R S o E ey Eassem Er I eI e

Disassembler Project Debug Search Goko  Execute Text  Funckions HexData Refs Help

EI|E| | | £ S L S | | | Inp |[Exp | (Dsta] [~ 5] [Mem [0 |51

IEI él % :ﬁf ARSI BFn | BFn | mHex migr| mAgr| mRer

* Possible Beference to Btring Besource ID=01913: "Sorry, yvour registration name and mamber don't match!O0Nleas'
|

:00428EB38 873070000 push 00000773

:00428B80 E2EGGSFSFF call O041F178

-O0493E9Z B0 push eax

t00493E93 SE4503 wowv ea¥, dword ptr [ebp+08]

t00423E2& 50 push eax

* Beference To: UBERIZ_ MessageBoxd, Ord:0000h
|
:00428EB27 ESCFTEOSO0O0 Call O004FOLGE

* Possible Ref to Menu: Menull 00232, ITtem: "Search..."
|

* Possible Beference to Dialog: Dis

' Pesan Aplikasi Registrasi Error

* Possible Beference to String Besource ID=00131: "* f%=: '%s' (%=s) already loaded"
|

:00428BAC S8E232000000 push 00000083
t00453EA1 BELEO0R wmowv edx, dword ptr [ebp+08]
t00423BA4 BZ push edx
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Analisis pesan error

Kenapa muncul pesan error

Identifikasi fungsi yang melakukan pengecekan nama dan
kode registrasi. Jika nama dan kode registrasi tidak sesuai
maka Jump ke alamat tertentu dan memberikan pesan
kesalahan. Kita harus menemukan instruksi Jump tersebut

= IRSoftWSRDasm Ve Bios Frudsu s sdpula gy ddy

Disassembler Projeck Debug  Search  Goto  Execute Text  Euncktions HexData Refs Help

EI EI G = S L T e m x Oata | Code

PBIBY S || Sed i [y Call||F=7| T | Exp | Dotol Coic) Men DL | St |
0049 SE=22 ES237FOEOO Call OO04FOASE

0049 SEZ28 ES01000000 moyw eax, Q0000001

0049282 E3CO000000 Jup 00433C0Z

* Beferenced by a (Uinconditional or (Clonditional Jump at Address:
| -O0459242] (C)

:004598E4Z £a00 puskh 00000000 Catat Alamat

* Beference To: TEERZZ . MessageBeep, Qrd: 0000k InstrUkSi Jump
| (13 1]

:004593B44 ESESZ7FO0500 Cafll O04F0OASE 00498AA1

:004593B49 S58C33E4FO00 .

:004238B4E &A00 Alamat Jump Instruction

:00498BE0 SAa0C push 0000000C
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Goto Code Location

Cari Alamat Instruksi Jump “00498AA1”

2 WIRSofEW S asm e r B oS OB ram i Sassem i erglenEacT;

Disassembler Project  Debug  Search Execute Text Functions HexData FRefs Help
.+E||E1-+|<:} | T e || S | Gota Code Start Ctrl 5

91 = strt] EFl_=H Log i5ota Program Enkry Point F10

D00498E33 E23237FOS00 Goko Page Fi1

D00498E38 BEE201000000 d

D00498E3D ESCO000000

* B prnditional Jump at Address:

|:0 Cioto Sl Doy (208 BT

| Enter [in Hex] the walue af the Cade Offzet yau want to
:000 goto then press OK. nfafulnlulula]

+ p Ifthe Code Offzet entered iz lezs than or greater than no00h
the available Code Offzet valuesz, it will be automatically
zet to the loweszt ar highest valid value.

oo D4FOASE
2000 |f the Code Offset value entered is in the range of valid  PEFIECS
00| Code Offset values but nat an exact match, the nest afala]alalalu]
-gal  lowest value will be zelected automatically. O0Qaaac
* P m: "Search.._ "

J Code Offset [Hex] 00495447
Cancel
* I -EIK | 0033, CONTROL_ID:0033, "

* Possible Beference to String Besource ID=00131: "* f%=s: '%¥s' (%¥=s) already loaded"

|
t00433ES: 6553000000 push 00000053

IT Training & Consulting wWww.rootbrain.com

RootBrain



Akan menemukan:

= WWRSoftWaRDasmVer Bl93 Eropramisassempienienugeer

Disassembler F'ru:uject Debug Search Goko  Execute Text Funchtions HexData Refs He

-"‘\. 8
Ly R I I I o 2 e [ [ e [
eference To: . SEen gltemflessagqesd, Urd™QO0O0h
| ™

:00492A8E ES41200500 Call OO04FOAT1
10049320 £2333425000 rush 005044332
10049395 840455000 rush 00504540
0049322 ESESFEFFFF call 004335584

tO0438A3F S5C0 test eax, eax
\Qﬂ498ﬁﬂl OF249E000000 e DD4BEB4E 4/
:00493AA7 EEICOD4FO0 mow =si, O04F9D3C
:00493AAC EF4C455000 mow edi, O00504&640C
0043 8AR1 23C0 Xor eaXx, eax
:00493AE2 S3C3FF or ecx, FFFFFEFF
:00433ARE FZ repnz

:00493AET AE scash

SAmAAALTIA AT - N

Bagian ini merupakan fungm cek nama dan serial number,
Jika nama dan serial tidak sesuai maka, jump ke alamat
“00498B42” (menampilkan pesan Sorry, your registration.. )
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NOP : No Operation

Kita hanya butuh memberikan instruksi nop agar dapat
membypas pengecekan nama dan serial number pada baris
perintah ini

:00498AA1 0F849B000000 je 00498B42
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Memberi NOP

Setiap kode mesin terdiri dari nomor Hexdecimal, seperti
0F849B000000.

Dan untuk merepresentasikan sebuah nomor hexadesimal
dibutuhkan 4 bits.

Jadi untuk instruksi ini “OF849B000000", dibutuhkan 6 (=12*4/8)
bytes patch kode mesin.

www.rootbrain.com
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Assembly & Machine Code

Assembly Code Machine Code Description
inc eax 40 increase 1 to eax register
dec eax 48 decrease 1 to eax register
inc ebx 43 increase 1 to ebx register
dec ebx 4B decrease 1 to ebx register
inc ecx 41 increase 1 to ecx register
dec ecx 49 decrease 1 to ecx register
inc edx 42 increase 1 to edx register
dec edx 4A decrease 1 to ecx register
nop 90 nop means do nothing
je 74 xx je means jump if equal
jne 75 xx jne means jump if not equal
je 0F84 xxxx XXXX jump if equal
jne OF85 xxxx Xxxx jemp if not equal
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Memberikan Instruksi NOP

Kita dapat menggunakan
"41494048424A"
"434B40414849“

atau "9090424A9090” << saya coba ini

wWWwWw.rootbrain.com

C% IT Training & Consulting
RootBrain



Kembali ke W32DASM, double klik alamat 00498AA1

= IRSoftWaRDasn Ver Bhod Eropgramiisassemplendlieugeer
Disassembler Projeck Debug Search Goto  Execute Text  Functions HexData Refs Help
e 1o o |y
N R e e e o o A A o R e S
* Beference To: TSERIZ. SendDlgltemMesszaged, Ord: 0000k
|
1004928 ES41800500 Call O04FOADL
100495230 &233425000 push 005044323
100495235 &24C455000 push 00504540
100495238 ESESFEFFFF call 004938654
10049 3A2F 2ECO test eax, =ax
c00495RA] OFS49BO000000 je 00433E4ZF
100495287 EE3ICOD4FOO mow esi, O04F9D3EC
00495280 EF4C465000 mow edi, 00504640
t00492AR]1 Z3C0 Xor eax, eax
10049383 23C3FF or =cx, FFFFFFFF
:00493AREe FZ repns
t00495AE7T AR scash
t00492AES FYDL not ecx
:00493ABA ZEFD sub edi, ecx
10049 3ARC 27F7 ¥chy edi, es=si
:00493ARE SECT wow eax, edi
j0O493ACO 2BEDL wowvw edx, ecx
t00493ACE C1ES0Z shr ecx, 0OEF
t00493ACE F3 rep=
t00495ACE AS mowsd
10049 3ACT SBCA wow ecx, edx
:00498ACE £E8322A5000 push OOSO2AZE Catat Offset “00090A1h”
;004324032 &24C465000 push 00E50454C
:00492AT3 ESCFFEFFFF call 004933940
100432400 &A00 puskh 00000000
Lire: 3191 32 Pg 3940 and 3941 of 6238 Code Data (600433441 E-':D:"-.mirc"
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Run Hex Workshop dan load mirc32.exe

[l 7l slaraiiun = [lreid = | J\Jh31
File Edit Disk ©Options Tools wWindow Help - a8 x
ESHZ B WYE, M@ PSS ||R% B & Qw
/2 | BB N s @
o1 2 3 4 5 & ¥ &8 9 A B C D E F 10 11 012345678%9ABCDEFO1
AT R CO 00 02 [0 00 [0 04 00 0F g0 TE FE 00 00 B2 00 MZR .
rDDDDDDl ﬂﬁ oo oo oo oo oo 40 00 12 00 00 00 00 00 00 o0 oo ON/Zo.. ... . ....... \ ;
goooooz4 oo oo 00 00 oo oo 00 oo o0 00 oo 00 00 00 OO0 o0 OO0 O0f. ... e e e e e e e e e e e e s
Oo0o00oO3A 00 oo 00 o0 oo oo 00 01 00 00 B 10 00 OE 1F B4 09 CONf. ... . o e e e e e e e e e e e s
goopooCo4g )2l B 01 4C CD 21 90 90 54 B8 69 73 20 70 72 6F 67 73)!..L.!1..This progr
aooooosM =1 6D 20 6D F5 73 74 Z0 62 BS Z0 72 Y5 BE 20 V5 BE B4 lam mhst bhe run und
goooooe s 72 20 5% B9 RE 33 32 0D D& 24 37 00 00 OO 00 OO0 Offer Win3d2..S57......
0000007 Y00 00 00 00 0o o0 00 oo o0 00 OO0 00 OO 00 OO0 00 OO0 O0f. ... e e e e e e e e e e e s
goooooecy (oo oo 00 o0 oo oo 00 oo o0 00 oo 00 o0 00 OO0 00 OO0 O0f. . e . e e e e e e e e e e e e s
oooo00a &Q oo oo oo oo oo o0 oo oo oo oo o0 o0 00 oo o0 oo \ .............. /
. A A
irc 32 exe
|
i' |ufflet:94 [0x0000005E] i' Compare Results LAl ﬂ%
| BITSigned Byte 117 Source |LTP| Count @ Count @ Target
List alamat Kode s
. .- Kode Mesin dalam Hexa Kode Mesin dalam ASCII
3207 Signed Long C44502645 |
3287 Unsigned Long 544502645
25T Signed Quad S223684391704228725
2HHT Unsigned Quad  8223684391704228725
32BTFlnak 2.0705305:-019 5 — T — ,|
N &d pata Inzpector ‘ { }Strudure Wigmer ‘ N |%ﬂumpam ‘ %Checksum ﬂﬂ Fined ﬁ’Euukm... E] Cutput J
Ready Offset: 000000SE Walue: 29557 1339392 bytes (]
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Goto Offset (hex) 00980A1

[al Fl= DRSO TS e X _j _J a
File Disk. Options  Tools  Window  Help - O x
= : pnane ces %y (B % o=
2| :
I
| k7 8 9 A B C D E F 10 11 012345R739ABCDEFO1
ooaoc Copy As * 00 00 D4 00 OF DD FF FF 00 00 BS 00 MZP. .o enn...
oooo A 1 1 O @,
ooog @Paste Special. .. it Il ................ B
oooo | ................
oood  gelect Al Chrl+-A Fram ‘Where .L.1..This progr
0000 select Block . , must be run und
ood———— it {omsene * Beginning of File Win3z..S7......
0000 [Zh Insert... Chrl+Ins " Dec ™ Hex C Cument Posiion | e e e
oooo Dielet el e
oood—— ° | concel | e || O EvdofFebackion
- BREnd.. Chrl+F
" I |
ﬂib Find hext F3 | Right click in your document for mare gato options |
x| = i Find Previous Shift-+F3 —
- % i Replace... CribH | g L =B
SEN Saurce @ Count @ Count @ Target
sEN [
15BN .
X
SHT Eﬁ. Gaba Again FS
32EN . —
- F‘rnpgrtle_s. o alk+Enter
S9HT Signed Guad G2 236543917042257:25
84T Unsigned Quad 8223684301 704228725
3ZHTFloat 2.0705505:-019 |
N &d Data Inzpector J { }E‘trw:mre Wigwer I N % Compare I %Checksum ﬂﬂ Find @Buukm... E] Cutput J
raaba A e lncakinn in Fhe Fila MiFFesks NNNNNNSF Walier PAEET 12370707 huwhee MR
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Menghasilkan :

BN e oTRSHO G aeRe)] JJE1
File Edit Disk ©Options Tools indow  Help - 8 x
ESH2® || &6 0 O RdHS LY | Y PH & Q=

7 | B Meh e 8E

o1 2 3 4 5 & ¥ & 9 & B C D E F 10 11 01234567589ABCDEFO1

0009809%4 ES ES FBE FF FF 85 (0 BE 50 9D 4F 00 ....... .. ... . E
O00980AC EF 4C 46 S0 00 33 CO 83 C9 FF F2 AE F7 D1 2B F9 87 F7 .LFP.3........ ...
OO09E0BE BB CF 8B D1 C1 E9 02 F3 A5 BB CA 83 E1 03 F3 A4 68 33 ... innenen.. h3
00095000 44 50 00 68 4C 46 S50 00 ES CF FE FF FF GA 00 &8 66 00 JP.LLFP...... j.h..
O00980EZ OO0 00 A1 CO 55 51 00 S0 E& AE 80 0S5 00 68 EC 7D 4F 00 ....UQ.P..... h.10. 1
OO09E0F4 A8 BA 9E 4F 00 68 B4 9E 4F 00 &8 AD 9E 4F 00 E8 64 A7 h..0.h..0.h..0..d. W
00095106 FE FF 64 01 8B 55 08 52 ES DE &0 0S5 00 GA 40 6& 00 68 ..j..U.R..... j@j.h

ooossllis 78 07 00 00 Es 57 66 F8 FF 50 62 00 68 7% OY 00 OO0 E8 =....Wf..Pj.hw....
ooosslza 4~ BB FS FF S0 8B 4D 08 51 Eg 33 7F 05 00 BS 01 OO OO0 Jf. . P.M.OQ.3.......

Joo9E13c 00 E9 0 00 00 00 A& OO0 E& 52 FF 05 00 &8 C3 9E 4F 00 ...... j.--B...h..0.

me2ex | - Ganti kode “OF 84 9B 00 00 00” menjadi “90 90 42 4A 90 90”

ﬂ |nﬂ=set: B22753 [0x00095041] ﬂ Compare Results Ll j%
BB Sigried Byte 15 Source @ Counkt E‘ Count @ Target

2HT Unsigned Bvte 15

I5BIT Signed Shart -31729
12BT Unsigned Short 33307
32EIT Signed Long 10191587
3BT Unsigned Long 10191387
S4BT Signed Quad
S4BT Unsigned Quad

|'\._ —

3BT Float 1. 4281576e-035 [ |
&dpata Inzpector I { ]'Strucmre Wiginigr |%ﬂvﬂmpam I %Checksum ﬁﬁ Fird ﬁBnnkm... [E] Chutpt I
Jumped to position 0x00095041 (A22753) Offset: 00095041 Sel 0x6 bytes 1339392 bytes (Wit
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Hasil

[l Fl=: Slaryaiiun = [ilretiid =0 | __J __Jd]
File Edit Disk Options Tools  Window  Help -0 x
FTESEH2% ||| L 50 GE AEeHS BES ||'R% BE| & Qe

7| & MNeh# &§E

o1 2 3|45 6 /%4 8 9| 4a|B|C D E F 10|11 0123456?EQPLECDEFDI

0009809& E5 ES FE FF FF 85 0 |ER ; BE 2C 9D 4F 00 ....... < Q.
O00980AC BF 4C 46 50 00 33 ©0 83 C9 FF F2 BE F7 D1 2B F9 87 F7 .LFP.3........

OO09E0EE BB CF7 BB D1 C1 E9 02 F3 A5 BB CA 83 E1 03 F3 A4 BB 35 ... ...t h3
ooo=s0nn 44 50 00 B3 40 46 50 00 ES CF FE FF FF BA 00 68 S6 00 JP.hLFP...... J-h..
ooo=s0Es 00 00 A1 Co 55 51 00 50 ES AE 80 03 00 &8 EC 7D 4F 00 ... U0.P..... h. 0.
000950k 4 EB Bﬁ HE 4F IIIIII EB 134 'EJE 4F oo EB ﬁk[ﬁl 'BE 4F IZIIII Ed 64 Ex? h..D.h..D.h..D..d. B
ooo9s1o” o o o T -

il Simpan dan Jalankan kembali Program mirc32.exe

meens Silakan register dengan nama & serial sembarang
mirc32, exe

x| ; x|
B |nFFset. 622753 [0x00095041 ] I Compare Results |.q|| ﬂ%

&HIT Signed Byte 112 Source @ Zounk F_TpJ Zounk @ Target

2HT Unsigned Bwte 144
I5BIT Signed Short -28528
IS8T Unsigned Short 37005
3BT Signed Long 1245676365 L
32HTnsigned Long 1245376365
S4HT Signed Quad
84T Uinsigned Quad
3BT Float 3187748, |

FURIT - (N}

N &d Data Inzpector I { }Struciure Iigter I N I%lﬂvmmwam I %Checksum E’ﬂ Find ﬁr Bookm. .. [E] Chutpust I

Ready Offset: 00093041 Sel: Ox6 bykes 1339392 bytes YR
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Registration Success, Lihat About

| About mIRC

mIBCE 5.7 32hit

L lnternet Relay Chat Client
Copyright € 19395-2000 mlFC Co. Lid.
All Bights Reserved.

wehitken by K haled b ardam-Bey

Licenszed to:
HootBrain. Com

.......................................

| miIRC Registration! | ahl: website f-:_ir the Iat_est wErEI0n,
= general IRC information.

\i}) Your reqgiskration has been entered successFully, N Vit |

Thanks For registering! )

................................

................................
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Demo Proteksi Sofware

"I Tools ASProtect (Demo Version)

( Download from )

= L WSTrotecivA vl a0 0 BRel=ase AIATEdN) AER
+ Trial/Shareware
= =

Application info | Options | Registration keys | Trial info | Protect

+ Registration Key

Resources protection Anti-debugger protection O

Preserve extra data Checksum protection
l‘l C h e c ks u m P rote cti o n [ Use max . Compression [ File with a key [for external registration scheme ol 1]
dat Sect m

] Extemal user code

Other options

i Res o u rce P rote ct i o n [ Create backup copy (BAK-file] [ &dvanced Impart protection

[ &uta run after loading

[ Exit vahen done

+ Antidebug Protection
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http://www.aspack.com/

Thanks - Questions

.| Referece
+ http://ref.x86asm.net/ Assembly Opcode & Instruction

+ http://www.woodmann.com Forum for Reverse
Engineering

+ http://www.woodmann.com/krobar/ Sofware Protection &
Cracking Tutorial

+ http://www.woodmann.com/crackz/ CrackZ's Reverse
Engineering

www.rootbrain.com

@ IT Training & Consulting
RootBrain


http://ref.x86asm.net/
http://www.woodmann.com/
http://www.woodmann.com/krobar/
http://www.woodmann.com/crackz/
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